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Chapter 1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This product is
specifically designed for Small Office and Home Office needs. It provides a complete SOHO solution
for Internet surfing, and is easy to configure and operate even for non-technical users. Instructions for
installing and configuring this product can be found in this manual. Before you install and use this
product, please read this manual carefully for fully exploiting the functions of this product.

Functions and Features

Router Basic functions

I Auto-sensing Ethernet Switch
Equipped with a 4-port auto-sensing Ethernet switch.
I  Printer sharing
Embedded a print server to allow all of the networked computers to share one printer.
Built-in USB (parallel) host to connect to USB (parallel) printer for printer sharing
I WAN typesupported
The router supports some wan types, Static, Dynamic, PPPOE, PPTP, and Dynamic IP with
Road Runner.
1 Firewall
All unwanted packets from outside intruders are blocked to protect your Intranet.
I DHCPserver supported
All of the networked computers can retrieve TCP/IP settings automatically from this product.
I  Web-based configuring
Configurable through any networked computer’s web browser using Netscape or Internet
Explorer.
1 Virtual Server supported
Enables you to expose WWW, FTP and other services on your LAN to be accessible to
Internet users.
I User-Definable Application Sensing Tunnel
User can define the attributes to support the special applications requiring multiple
connections, like Internet gaming, video conferencing, Internet telephony and so on, then this
product can sense the application type and open multi-port tunnel for it.
I DMZ Host supported
Lets a networked computer be fully exposed to the Internet; this function is used when
special application sensing tunnel feature is insufficient to alow an application to function
correctly.
I Satisticsof WAN Supported

Enables you to monitor inbound and outbound packets
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Wirelessfunctions

I High speed for wirelessLAN connection
Up to 54Mbps data rate by incorporating Orthogonal Frequency Division Multiplexing
(OFDM).
I Roaming
Provides seamless roaming within the IEEE 802.11b(11M) and |IEEE 802.11g(54M) WLAN
infrastructure.
1 |1EEE 802.11b compatible (11M)
Allowing inter-operation among multiple vendors.
1 |EEE 802.11g compatible (54M)
Allowing inter-operation among multiple vendors.
1 Autofallback
54M, 48M, 36M, 24M, 18M, 12M, 6M data rate with auto fallback in 802.11g mode.
22M, 11M, 5.5M, 2M, 1M data rate with auto fallback in 802.11b(b+) mode.

Security functions

1 Packet filter supported
Packet Filter allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the |P address of the source
and destination.
1 Domain Filter Supported
Let you prevent users under this device from accessing specific URLS.
1 URL Blocking Supported
URL Blocking can block hundreds of websites connection by simply a keyword.
I VPN Servers
The router has three VPN servers, IPSEC (Dynamic VPN), PPTP, and L2TP.
1 VPN Pass-through
The router also supports VPN pass-through.
1 802.1X supported
When the 802.1X function is enable, the Wireless user must authenticate to this router first to
use the Network service.
1 SPI Mode Supported
When SPlI Mode is enabled, the router will check every incoming packet to detect if this
packet is valid.
I DoSAttack Detection Supported



When this feature is enabled, the router will detect and log the DoS attack comes from the

Internet.

Advanced functions

I System time Supported

Allow you to synchronize system time with network time server.
I E-mail Alert Supported

The router can send itsinfo by mail.
1 Dynamic dns Supported

At present,the router has 3 ddns.dyndns, TZO.com and dhs.org.
I SNMP Supported

Because SNMP this function has many versions, anyway, the router supports V1 and V2c.
1 Routing Table Supported

Now, the router supports static routing and two kinds of dynamic routing RIP1 and RIP2.
1 Schedule Rule supported

Customers can control some functions, like virtual server and packet filters when to access or

when to block.

Other functions

1 UPNP (Universal Plug and Play)Supported

The router also supports this function. The applications: X-box, Msn Messenger.

Packing List
I  Wirdess broadband router unit
1 Installation CD-ROM
1 Power adapter
I CAT-5UTP Fast Ethernet cable



Chapter 2 Hardware | nstallation

2.1 Panel Layout
2.1.1. Front Panel

Figure 2-1 Front Panel

LED:
LED Function Color Satus Description
Power o ] )
POWER | = Green On Power is being applied to this product.
indication
System o : . -
M1 Green Blinking | Thisproduct isfunctioning properly.
status 1
On The WAN port is linked.
WAN port
WAN . Green o The WAN port is sending or receiving
activity Blinking
data.
To reset system settings to factory
Reset M1 Green Flashing
defaults
_ Wireless o ] o o
Wireless o Green Blinking | Sending or receiving data viawireless
activity




o An active station is connected to the
n
Link/Act. corresponding LAN port.
Link status | Green
1-~4 o The corresponding LAN port is
Blinking . o
sending or receiving data.
Datais transmitting in 2700Mbps on
10/100 | DataRate | Green On ]
the corresponding LAN port.
On The USB port is linked.
USB port
usB . Green o The USB port is sending or receiving
activity Blinking g
ata.

% For details, please refer to Appendix E FAQ and Troubleshooting.

All technical and physical specifications are subject to changes without any prior
notification. The manufacturer reserves the right to alter the product appearance

from that picture.



2.1.2. Rear Panel

USB Printer
[

i FEONGEDDROBTY
k LA R A0 A A N E ]

0wk PHIN T E+

|

Parallel Printer 10/100BaseT Wan
LAM Connectors

Figure 2-2 Rear Panel

Ports:

Port Description

5vDC Power inlet: DC 5V, 2.0A (minimum)

WAN The port where you will connect your cable (or DSL) modem or
Ethernet router.

Port 1-4 The ports where you will connect networked computers and other
devices.

USB USB Ports for USB printer.

PRINTER Printer Port (Optional)



2.2 Procedurefor Hardwar e I nstallation

1. Decide whereto place your Wireless Broadband Router
You can place your Wireless Broadband Router on a desk or other flat surface, or you can mount it
on awall. For optimal performance, place your Wireless Broadband Router in the center of your
office (or your home) in alocation that is away from any potential source of interference, such asa

metal wall or microwave oven. This location must be close to power and network connection.
2. Setup LAN connection

a. Wired LAN connection: connects an Ethernet cable from your computer’s Ethernet port to one
of the LAN ports of this product.

b. Wireless LAN connection: for the better performance in the transmission, please place the

product at the best appropriate location.

Existing
Connestion

" DSL/Cable
Modem

Figure 2-3 Setup of LAN and WAN connections for this product.

3. Setup WAN connection

Prepare an Ethernet cable for connecting this product to your cable/xDSL modem or Ethernet
backbone. Figure 2-3 illustrates the WAN connection.

4. Connecting this product with your printer (optional)
Use the printer cable to connect your printer to the printer port of this product. (Optional)

5. Power on
Connecting the power cord to power inlet and turning the power switch on, this product will
automatically enter the self-test phase. When it is in the self-test phase, the indicators M1 will be
lighted ON for about 10 seconds, and then M1 will be flashed 3 times to indicate that the self-test

operation has finished. Finally, the M1 will be continuously flashed once per second to indicate
that this product isin normal operation.



Chapter 3 Network Settings and Software I nstallation

To use this product correctly, you have to properly configure the network settings of your computers
and install the attached setup program into your M'S Windows platform (Windows 95/98/NT/2000).

3.1 Make Correct Networ k Settings of Your Computer

The default IP address of this product is 192.168.123.254, and the default subnet mask is
255.255.255.0. These addresses can be changed on your need, but the default values are used in this
manual. If the TCP/IP environment of your computer has not yet been configured, you can refer to

Appendix A to configure it. For example,

1. Configure IP as 192.168.123.1, subnet mask as 255.255.255.0 and gateway as
192.168.123.254, or more easier,

2. Configure your computers to load TCP/IP setting automatically, that is, via DHCP server of
this product.

After installing the TCP/IP communication protocol, you can use the ping command to check if your
computer has successfully connected to this product. The following example shows the ping procedure

for Windows 95 platforms. First, execute the ping command
ping 192.168.123.254
If the following messages appear:
Pinging 192.168.123.254 with 32 bytes of data:
Reply from 192.168.123.254: bytes=32 time=2ms TTL =64
A communication link between your computer and this product has been successfully established.
Otherwise, if you get the following messages,
Pinging 192.168.123.254 with 32 bytes of data:
Request timed out.
There must be something wrong in your installation procedure. You have to check the following items
in sequence:
1. Isthe Ethernet cable correctly connected between this product and your computer?

Tip: The LAN LED of this product and the link LED of network card on your computer must be
lighted.

2. Isthe TCP/IP environment of your computers properly configured?

Tip: If the IP address of this product is 192.168.123.254, the IP address of your computer must
be 192.168.123.X and default gateway must be 192.168.123.254.
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3.2 Install the Softwareinto Your Computers

Skip this section if you do not want to use the print server function of this product.
Notice: If you are using Windows 2000/XP, please refer to Chapter 5 Printer - 5.3 Configuring on
Windows 2000 and XP Platforms. It is not necessary to setup any program and the print-server can
work.

Step 1: Insert the installation CD-ROM into the CD-ROM drive. The following window
will be shown automatically. If it isn’t, please run “install.exe” on the CD-ROM.

Step 2: Click on the INSTALL button. Wait until the following Welcome dialog to appear, and click
on the Next button.

s 5]

= R R [/ AT o - T 1 T
reageamn =1 el i -aaer cneaone cena =

Shg e =ICmme e =31 aTon co LAl o pdcms aod At
R BTTRT S

wle.Usrer gyt ol pandh D CEr s v EROg B IVON AT
r.noeg Vi Lol canaur cth S0 2 aorem

W=t iz srcorart 4 proseced B cops g ollee 2nd
irrmalens |

Ll cudiopie= s 2o _vud o oo saisodae 2z v o s
prIr dlRn e rezul frers vl 500 o mns penzhzn 5o vl
hepresee =it ceamem ARl pras R ands =e

i ko= Tz

Step 3: Select the destination folder and click on the Next button. Then, the setup program will begin
to install the programs into the destination folder. Step 4: When the following window is

displayed, click on the Finish button.
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Select the item to restart the computer and then click the OK button to reboot your computer.

To make broadband router workakble for vou, please remember
rebootingyour computer...

& Nes, | want to restart my computer now:

= No, Iwill restart my computer later.

Step 4: After rebooting your computer, the software installation procedure is finished.

Now, you can configure the NAT Router (refer to Chapter 4) and setup the Print Server (refer to
Chapter 5).
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Chapter 4 Configuring Wireless Broadband Router

This product provides Web based configuration scheme, that is, configuring by your Web browser,

such as Netscape Communicator or Internet Explorer. This approach can be adopted in any MS
Windows, Macintosh or UNIX based platforms.

Wireless LAN
E, % Printer Switch
Desktop PC

—— "= - L il
g
= ’j Wireless Router
Desktop PC

Fast Ethernet

N B

Windows I Mac Unix-like
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4.1 Sart-upand Log in

A diviimdsteator s hMadin

Al el System Status

Ttem WAN Stams
Bemainmng Lease Tirwe 00000
asic Setty IF Address 0.0.0.0
wardime Rules Subaet Mask 0.0.00
curity Sering Caleway 0.0.0.0

Droman Hame Server noon

Ttem Peripheral Status
Printer Mot ready
Statisties af WAN Inbousd
Cictects 1]
Tinic ast Packets

Men-unicast Packsts

Wi Log Chenila List Help | Refesh
Dewnce Time: Tho et 02 000223 2003

Activate your browser, and disable the proxy or add the IP address of this product into the
exceptions. Then, type this product’s IP address in the Location (for Netscape) or Address (for IE)
field and press ENTER. For example: http://192.168.123.254.

After the connection is established, you will see the web user interface of this product. There are two

appearances of web user interface: for general users and for system administrator.

Tolog in as an administrator, enter the system password (the factory setting is ”admin™) in the System
Password field and click on the Log in button. If the password is correct, the web appearance will be
changed into administrator configure mode. As listed in its main menu, there are severa options for

system administration.
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http://192.168.123.254

4.2 Satus

A diiwisteator' s ain

A erna System Status
Ttein WAN Status

Bemainmng Lease Tirwe 00000

IF Address 000

Sabnet hash 0000

Galsway 0.0.0.0

Dommn Mame Server 0000

mil
Ttain Peripheral Status
Prmter Mot ready
Statisties of WAN Inhound
Cctects 0

Tinec ast Packets
Mon-oricast Packets

i Log Chents List | Help | Refrech
Device Time: The Oct 03 00:0223 2003

This option provides the function for observing this product’s working status:
A. WAN Port Status.

If the WAN port is assigned adynamic | P, there may appear a “Renew” or “Release” button

on the Side note column. You can click this button to renew or release |P manualy.

B. Statistics of WAN: enables you to monitor inbound and outbound packets
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4.3 Wizard

Administrator's Main
Menu

Setup Wizard

+ Basic Setting

+ Forwarding Rules

+ Advanced Setting

Setup Wizard will gude you through a basic configuration procedure step by step.
+ Toolhox

Mexts |

Setup Wizard will guide you through a basic configuration procedure step by step. Press ”Next >”

Administrator's Main
Menu

Setup Wizard - Select WAN Type

. . T3P assigns you a static IP address. (Statc TP Address)
+ Basic Setting

+ Forwarding Rules & Obtan an [P address from ISP automatically. (Dynamic TP Address)

+ Security Setting ) . )
¢ Dynarmic TP Address with Road Runner Session Management. (e.g Telstra

+ Advanced Setting BEigPond)
+ Toolhox
 Zome ISPs require the use of PPPoE to connect to therr sermces. (PEP owver
fe Ethernet)

© Zome ISPs require the use of PPTP to connect to their services. (PPTE)

= Back | Undul Mext =

Setup Wizard - Select WAN Type: For detail settings, please refer to 4.4.1 primary setup.
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4.4 Basic Setting

Administrator's Main
Menu

Basic Setting

* Primary Setup
+ Basic Setting - Configure LAN I, and select WAN type.
+ Forwarding Rules * DHCP Server
7 o aan - The settings inchude Host IF, Bubnet Mask, Gateway, D3, and WINZ
+ Security Setting configurations.
+ Advanced Setting * Wireless

- Wireless settings allow you to configure the wireless configuration items.

+ Toolhox

* Change Password
- Allow you to change system password.

17



4.4.1 Primary Setup — WAN Type, Virtual Computers

Adpndndstralar’'s NMak

LT Primary Setup
Ttemy Eptting

¥ LAH TP Address |I‘§‘2 166123 254
FWAL Trpe Diyname TF Address _ Chamge
¥ Hoat Flame | (c-pnnna]:l
b WAN's MAC Address ﬁﬂznn.m Restons WAL
¥ Fenew [F Forever ™ Enable (diia-recommect)

ISawI Um:lu| Widual Compulers | Help

Cdvaneed Settme
molho
Press “Change”
Administrater's RMain )
A emnn Choose WAN Type
Type Usage

r© Hane [P Address IZF assigws you a stahe TP address

E Crmanue [F Address Ot an TP address from ISP autornahcally

r Crmamue [F A ddress wath Eoad Bumner Sesaon Manngement (e g Telstra Biglond)

r FPP ower Ethemet Fome [5Fs requare the wse of PEPCE b2 cormect to ther

SEVCES
r© FPTE Fome [SFs requare the wse of PETE to connect to fher
seCEs

Swe | Cancal
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This option is primary to enable this product to work properly. The setting items and the web
appearance depend on the WAN type. Choose correct WAN type before you start.

1. LAN IPAddress: theloca IP address of this device. The computers on your network must use the
LAN IP address of your product as their Default Gateway. You can changeit if necessary.

2. WAN Type: WAN connection type of your ISP. You can click Change button to choose a correct

one from the following four options:
A. Static IPAddress: ISP assigns you a static | P address.
Dynamic IPAddress. Obtain an | P address from | SP automatically.
Dynamic IP Address with Road Runner Session Management. (e.g. Telstra BigPond)

PPP over Ethernet: Some I SPs require the use of PPPOE to connect to their services.

m o O @

PPTP: Some ISPs require the use of PPTP to connect to their services.

4.4.1.1 Satic|IPAddress

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper setting
provided by your ISP.
4.4.1.2 Dynamic |PAddress

1.  Host Name: optional. Required by some ISPs, for example, @Home.

2. Renew IP Forever: this feature enables this product to renew your IP address automatically when
the lease time is expiring-- even when the system isidle.

4.4.1.3 Dynamic | PAddresswith Road Runner Session Management. (e.g. Telstra BigPond)
1 LAN IPAddressisthe IP address of this product. It must be the default gateway of your

computer.

2. WAN Typeis Dynamic IP Address. If the WAN typeis not correct, change it!

3. Host Name: optional. Required by some ISPs, e.g. @Home.

4. Renew P Forever: this feature enable this product renews | P address automatically when the

lease time is being expired even the system isinidle state.

4.4.1.4 PPP over Ethernet

1 PPPoE A ccount and Password: the account and password your | SP assigned to you. For security,
this field appears blank. If you don't want to change the password, leave it empty.

2. PPPOE Service Name: optional. Input the service name if your ISP requiresit. Otherwise, leave
it blank.

3. Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPOE session.
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Set it to zero or enable Auto-reconnect to disable this feature.

4, Maximum Transmission Unit (MTU): Most ISP offers MTU vaue to users. The most

common

MTU valueis 1492.
4.415PPTP

1. My IPAddress and My Subnet Mask: the private | P address and subnet mask your 1SP assigned

to you.

2. Server IPAddress. the P address of the PPTP server.

3. PPTPAccount and Password: the account and password your | SP assigned to you. If you don't

want to change the password, keep it empty.

3. Connection ID: optiond. Input the connection ID if your ISP requiresit.

4.  Maximum ldle Time: the time of no activity to disconnect your PPTP session. Set it to zero or

enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this product will

automatically connect to ISP after system is restarted or connection is dropped.

Administrator's Main

ienu Frimary 5etup
Irem Serting
B LAN TP Address fre2 168,123 254
* WAL Type FPTF Change
* My IF Addrecs foporan
b My Subnet Mask e 265 266 0

F Server IP Address 10.0.00138

F PPTF Accout

) R F FFTF Fassword [
S CTERTY & BT E

F Connschon [ [ {optional)
\dvanced Setting I Macamum Ide Time 00 seconds [ Autc-reconnect

Linds | Helg | Rabast
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4.4.1.6 Virtual Computers

Adimindstraler’ s Makn

Al ek Virtual Computers
I Gluhal TF Local [P Enahlr
! r 1wz 62123 r
2 [ 192.163.123 r
3 — w2123 |
4 r w2123
5 [ 192.163.123]

wwarding Hules Sawe | Undo ﬂ

Virtual Computer enables you to use the original NAT feature, and allows you to setup the one-to-one

mapping of multiple global 1P address and local |P address.

Glaobal IP: Enter the global |P address assigned by your ISP,
Local IP: Enter the local IP address of your LAN PC corresponding to the global 1P address.
Enable: Check thisitem to enable the Virtual Computer feature.
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4.4.2 DHCP Server

Lilmsisiraior’s Vs

Ml i

Ttem
F DHCP Server
P Laace Time
b [F Ponl Starting Address
b IF Pool Ending Address
b Dornain Harme
F Primary DH 2
P Secondary DNE
F Primary WINGE
P Secondary WIHE

[ ool P Cateway

Save | Unda | Clients Lis

DHCE Seyver

Setting
€ Thsable | & Enable
1440 birnstes
im0

pr—

199

T G0N

[182 163 123 254

1683811
EC-ER

18z 163173100
OO0 (optionad)

Fizad Mapping Help

Press “M or e>>”

The settings of a TCP/IP environment include host 1P, Subnet Mask, Gateway, and DNS configurations.

It is not easy to manually configure all the computers and devices in your network. Fortunately, DHCP

Server provides a rather smple approach to handle al these settings. This product supports the

function of DHCP server. If you enable this product’s DHCP server and configure your computers as

“automatic | P allocation” mode, then when your computer is powered on, it will automatically load the

proper TCP/IP settings from this product. The settings of DHCP server include the following items:

1

2.

N o o &

DHCP Server: Choose “Disable” or “Enable.”

Lease Time: thisfeature allows you to configure |P’s lease time (DHCP client).

I P pool starting Address/ | P pool starting Address Whenever there is arequest, the DHCP

server will automatically allocate an unused IP address from the IP address pool to the

requesting computer. You must specify the starting and ending address of the IP address pool.

Domain Name: Optional, thisinformation will be passed to the client.

Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers

Gateway: The Gateway Address would be the |P address of an aternate Gateway.
This function enables you to assign another gateway to your PC, when DHCP

22



server offers an IPto your PC.

4.4.3 Wireless Setting, and 802.1X setting

Lalmdmisiraior’s M ain

Ml i “1.'"'*‘*5 SH'I.“E
Trem Setting
b Wetwark IINSSIDY) fifau
Hasic Sethmg b Charmnel |i3
Fr F WEP Security % Ligable WEF

" Enable IEEE 64 bt Shared Fey secunty
 Enable TEEE 128 kit Shared Fey zecurity
 Enable TEEE 256 bit Shared Eay security

orwarding Pules = "WEP Key |

Serunity Setting FI'FI'HK!‘?:

l
|
C WEPEey 3 [
" 'WEP Key4 [

Save | Undo | E02.1% Sating MAC Addvess Conlrol.. | Help |

Wireless settings allow you to set the wireless configuration items.

1. Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client
stations can roam freely over this product and other Access Points that have the same Network 1D.
(The factory setting is “default™)

2. Channel: Theradio channel number. The permissible channels depend on the Regulatory Domain.
The factory setting is as follow: channel 6 for North America; channel 7 for European (ETS);
channel 7 for Japan.

3. WEP Security: Select the data privacy agorithm you want. Enabling the security can protect your
data while it is transferred from one station to another. The standardized |EEE 802.11 WEP (128
or 64-bit) isused here.

4. WEPKey 1, 2, 3 & 4: When you enable the 128 or 64 bit WEP key security, please select one
WEP key to be used and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

5. Pass-phrase Generator: Since hexadecimal characters are not easily
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remembered, this device offers a conversion utility to convert asimple

word or phraseinto hex.
6. 802.1X Setting

802.1X

Checkbox was used to switch the function of the 802.1X. When the 802.1X function is enable, the

Wireless user must authenticate to this router first to use the Network service.

RADIUS Server

IP address or the 802.1X server’s domain-name.
RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with the key

valuein the RADIUS server.

Addmimistrator’s Main
Menu

Ttem
b EOZ 1

b Encryption ey Length

F BADITS Server
b EADITS Shared Feay

-
orwarding Fules Uﬁﬁl rep
=EErry Setitme

24
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4.4.4 Change Password

Addministrator’s Maim

lenu Change Password

Ttem Settng
Cild Pagaveard
Mew Password

Eeconfrm

(]

111

You can change Password here. We strongly recommend you to change the system password for

security reason.
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4.5 Forwarding Rules

Lilmilnisiraior's Main

Mol eaii

Forwarding Bules

* Virtual Server
- hllows elbukis bo wer e WO, FTR, sl olhues service on yoor LAN

+ Special Application
- Thes eorfapaesion ollows doimt spplioations to e, wnd wadk with te HAT
[t L

* Niscelamesus

- IF Aditirss of DMZ Howt Allow & cossgraber Lo be sapoped 1o wmivitncted Ty
comazmeabion. Hote that, this foabary ideoadd be vird ooy whin oeedad

- Hon-slandad FTF pod: Vo have to cordigune fhis ibes ff you want bo sooess e
FTF server whoee pod russber 15 nat 21 (when Chiend uses active mode)

45.1 Virtual Server

A dimimisieators hain

Virtual Server

m Servce Forts Eerver TF Enzble 1lse Hule
1 r AL r b
2 | 192,163,123 rog
3 wzieaizal rop
4 [ 1oz 6zi23) r b
5 | 192,163,123 rp
£ - ez ieaiza r
B 7 1wz 162123 r b
ol g | 192,168,123 o
b 9 - 92 1ea123) r
10 r o2 16123 r g
1 | 192.168.123 r b
12 — w2 ezal rop
13 r AL r b
14 | 192,168,123 rog
15 wzigaizal rop
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This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all hosts
behind this product are invisible to the outside world. If you wish, you can make some of them
accessible by enabling the Virtual Server Mapping.

A virtual server isdefined as a Service Port, and all requests to this port will be redirected to the
computer specified by the Server IP.  Virtual Server can work with Scheduling Rules, and give

user more flexibility on Access control. For Detail, please refer to Scheduling Rule.

For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server (port 80) at
192.168.123.2, and a VPN server at 192.168.123.6, then you need to specify the following virtua
server-mapping table:

Service Port Server IP Enable
21 192.168.123.1 \Y
80 192.168.123.2 \%
1723 192.168.123.6 \%
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4.5.2 Special AP

A ndsiraler’ s Makn

A g Special Applications

m Tngger Incoming Ports

1 |

x| [

: I

4 |

5 [

§ I

7 |

A [

Fuopular applications |- select one - =| Copyte Im —3

Swe | Unco | Help |

Some applications require multiple connections, like Internet games, Video conferencing, Internet
telephony, etc. Because of the firewall function, these applications cannot work with a pure NAT router.
The Special Applications feature alows some of these applications to work with this product. If the
mechanism of Special Applications fails to make an application work, try setting your computer as the
DMZ host instead.

1. Trigger: the outbound port number issued by the application.

2. Incoming Ports: when the trigger packet is detected, the inbound packets sent to the specified

port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to add the
predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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45.3 Miscellaneous | tems

Administrater’s Main
Miscellaneous Items

Tromy Setring Enahla
BIF Address «F DOZ Host 152168123 I
¥ Mon-ctandard FTP port |

Swe | Undo | Halp |

IPAddressof DMZ Host
DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a computer to be
exposed to unrestricted 2-way communication for Internet games, Video conferencing, Internet

telephony and other special applications.

NOTE: This feature should be used only when needed.

Non-standard FTP port
You have to configure thisitem if you want to access an FTP server whose port number is not 21. This
setting will be lost after rebooting.
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4.6 Security Settings

Administrator's Main
Menu

Security Setting

* Packet Filters

- Allows you to control access to a network by analyzing the incoming and
outgoing packets and letting them pass or halting them based on the [P address of
+ Forwarding Rules the source and destination.

+ Basic Setting

* Domain Filters

- Let you prevent users under this device from accessing speeific URLs.

* TRL Blecking
- URL Blacking will block Lan computers to connect to pre-defined Wedsites,

* RMAC Address Control

- MAC & ddress Conteol allows youto assign different access right for different
users and to assign a specific IP address to & certain MAC address.

+ Advanced Setting

* VPN
+ Toolb - VPN Settings are used to create vittual private tunnels to remote VPN gateways.

* Miscellaneous

- Remote Administrator Host: In general only Intranet user can browse the built-in
web pages to petform admirdstration task. This feature enables you to perform
administration task from remote host.

- A dmitdstrator Time-out: The amount of time of inactivity before the device will
automatically close the & dudnistrator session. Set this to zero to disable it

- Discard PING from WAL side: When this feature is enabled, hosts on the WAN
catnot ping the Dewvice.




4.6.1 Packet Filter

Administrator's Main

Menu Outbound Packet Filter
Ttem Setting
» Outbound Filter " Enable
+ Basic Setting ® Mow all to pass except those match the following niles.
 Deny all to pass except these match the followng rules.
+ Forwarding Rules
D Source IP : Ports Destination IP : Ports Enahle
v | | | =
2| | | | ~
3 | : | I : I r
4 | : | I : I r
5] | | 3 ~
+ Advanced Setting 6 I I I I r
+ Toolhox ! I I I I 2
8 | | | | ~

Schedule nile I(DD)AIways vl Copy to |ID I_L,

Sa\rel Undol Inbound Filter... | MAC Level... | Helpl

Packet Filter enables you to control what packets are allowed to pass the router. Outbound filter applies
on all outbound packets. However, Inbound filter applies on packets that destined to Virtual Serversor
DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those match the specified rules
2. Deny al to pass except those match the specified rules

You can specify 8 rules for each direction: inbound or outbound. For each rule, you can define the

following:

Source | P address

Source port address
Destination P address
Destination port address
Protocol: TCP or UDP or both.
Use Ruleft

For source or destination IP address, you can define asingle | P address (4.3.2.1) or arange of IP
addresses (4.3.2.1-4.3.2.254). An empty implies all 1P addresses.
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For source or destination port, you can define asingle port (80) or arange of ports (1000-1999). Add
prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53, U2000-2999. No prefix
indicates both TCP and UDP are defined. An empty implies all port addresses. Packet Filter can work
with Scheduling Rules, and give user more flexibility on Access control. For Detail, please refer to
Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enablein the Inbound Packet Filter
field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server (21), and News
Server (119) defined in Virtual Server or DMZ Host.

Example 1:

Administrator's Main

AMenu Outbound Packet Filter
Ttem Setting
¥ Crutbound Flter W Enatle

Basic Setting © Allow all o pass except thoss neatch the Fllowing nalec
&= Degry all to pass sxcept those match the Rlowng rules

1 Source [P': Ports Drestination [P ; Ports Enahle
1 (123100123148 5110 7
: 2zwom23n ¥

_,__,_,__,_,_

Schedule rule [004ways x| Caopy to |I[" - =]

(1.2.3.100-1.2.3.149) They are allow to send mail (port 25), receive mail (port 110), and browse the
Internet (port 80)

(1.2.3.10-1.2.3.20) They can do everything (block nothing)
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Others are all blocked.

Example 2:

Administrator’s Main

Mlenu Ouptbound Packet Filter

Irem Setting
b Ot Filper W Enabls

C Allsw all to pass except those match the Rlowmng rules
& Dewy all to pass except those match the fallowing niles

m Smree TP : Parts Destination TP : Parts Enahle
1 p23o23ng ] P

I PR YEEYIEIE fi1a =]
t | [ r
1 | [ |
i | | r
6 | l r

7 |

I IIIIII'- [ | [
B | | r

Scheduls nals [ 0Wbsays =] Copylo |- =]

(1.2.3.100-1.2.3.119) They can do everything except read net news (port 119) and transfer filesvia FTP

(port 21)
Othersare all allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enablein the Outbound Packet
Filter field.

:
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Example 1:

Outhound Packet Filter

Item Setting
P Outbound Filter ¥ Enable

& Allow all to pass except those match the following rules.
" Deny all to pass except those match the following niles.

D Source IP : Ports Destination IF : Ports Enable
[192.168.123.149 - [25-110 3

—

| |
2 [192.168.123.20 | | |
3| | | | m
a 3 | 3 -
5| | | | =
6 | 3 | 3 -
7 | | | -
g | | | | =
Schedule rule | 00)ANways =] Copyto ||~ <]
Save | Unda | Inbound Filter... | MALC Level... | Help |

(192.168.123.100-192.168.123.149) They are allowed to send mail (port 25), receive mail (port 110),

and browse Internet (port 80); port 53 (DNS) is necessary to resolve the domain name.

(192.168.123.10-192.168.123.20) They can do everything (block nothing)
Others are al blocked.

Use Rule#
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Example 2:

Outhound Packet Filter

Item Setting
P Outbeund Filter ¥ Enable

& Alow all to pass except those match the following rules.
" Deny all to pass except those match the following niles.

D Source TP : Ports Destination TP : Ports Enahle
1 [152.168.123.100 | | [25 V
2 [192.168.123.119 | | 113 I7
3 | | | =
4 | | | =
5 | | | =
6 | | | | =
T | | | =
g | | | r

Schedule rule [ (00)Aways ¥ M o[- ]
Save | Unda | Inbound Filter... | MAC Level... | Help |

(192.168.123.100-192.168.123.119) They can do everything except read net news (port 119) and
transfer filesvia FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.

Use Rule#
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4.6.2 Domain Filter

Administrater’s Rlain
Alenn Domain Filter
Iram
¥ Doman Filper i Enakle
B Log DHE Cusry * Enable
¥ Frovlege IF Addresses Kange From |1 To [0

10 Domain Suflix

1 ['m-m' IEn.Com

[ "R TS R %)

A

ll Lol

Toalbox
8
| Log o ;

10 * (all others)

l
|
[
[
|
l
l
|

I Eq.unl Iwdn | Hals

Domain Filter

Let you prevent users under this device from accessing specific URLS.
Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLSs.
Privilege | PAddresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com”, "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.

Check drop to block the access. Check log to log these accesses.
Enable

Check to enable each rule.
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I Iwop T Log
I Inop I Leg
M Dwop T Lop
[ Twep I Log
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I Deop [ Leg
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1



Example:

Administrator’s Main

Menmu Domain Filter
Irim Seting
¥ Diernain, Filter b Enate
ke Swting P Lo DIIS Cuery W Enable
orwardine Rules F Prodegre IF Addresses Bange From[1 Te 0
Security Setting D Domain Sullix Action
Ecket Il 1 |m ML 0TI W Drop W Log
2 |'vwﬂ- 5NE.COM " Drep W Log
3 I, g ghe, £orh P Drep M Log
4 | [ Drep I Log
5 | C Drep Clog
hdvanced 5pring £ | [ Drop M Log
Ioolbax 7 | " Dirop [ Log
-] | C Drep T Log
. | [ Drop M Log
10 * {all others) " Dpep T Lag

o | 1len | Winin

In this example:

1. URL include “www.msn.com” will be blocked, and the action will be record in log-file.

2. URL include “www.sina.com” will not be blocked, but the action will be record in log-file.

3. URL include “www.google.com” will be blocked, but the action will not be record in log-file.
4. |P address X.X.X.1~ X.X.X.20 can access network without restriction.
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http://www.msn.com
http://www.sina.com
http://www.google.com

4.6.3 URL Blocking

Lilmsisiraior’s Vs

Ml eni URL Blocking
Ttem Setting
b TEL Elockng T Enable
I TRL Enahle
1 | |
z | r
3 | r
g | |
3 | r
6 | r
? | |
3 | r
] | r
l

ﬂ Unda | Help

URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require user to
input suffix (like .com or .org, etc), while URL Blocking require user to input a keyword only. In other
words, Domain filter can block specific website, while URL Blocking can block hundreds of websites
by simply akeyword.

URL Blocking Enable
Checked if you want to enable URL Blocking.
URL

If any part of the Website's URL matches the pre-defined word, the connection will be blocked.
For example, you can use pre-defined word "sex" to block al websites if their URLs contain

pre-defined word "sex".
Enable

Checked to enable each rule.



A dmdindsiraior’s Main

Ml s I.IRL BINI{"‘I;
ltem Setting
¥ UEL EBlockmg ¥ Enable
m TRL
1 man
2 sy
3 |cnnei
d -4l
=
[
7
&
10

Ea JUls

In this example:

1.URL include “msn” will be blocked, and the action will be record in log-file.

2.URL include “sina” will be blocked, but the action will be record in log-file

3.URL include “cnnsi” will not be blocked, but the action will be record in log-file.

4. URL include “espn” will be blocked, but the action will be record in log-file
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4.6.4 MAC Address Control

Addministrator’s Main

Menn MAC Address Control

Tramm Semtng
b LLAC Address Contred [ Enalde

M Commection contrel  Wirebess and wared chients with € checked can connect to thes demcs; md |3l =
umspectied MAC addresses to connect

I Asscomton control  'Wireless chents with A checloed coan assormte to the wireless LA, and | trp 2
unspeciied MAC addresses 1o asrociate

D MAC Address TP Address &
] ALt Fr
2 ' 192,168,123 rr
3 — zieaizal I
4 ] e 62123 rr

DECP chents | - select ane - =| Copito |-

€5 Previows | Hext =2 | Sar-'e| Undo | Heldp

MAC Address Control alows you to assign different access right for different users and to assign a

specific |P address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settings in this page will take effect only when “Enable” is checked.

Connection control Check "Connection contral” to enable the controlling of which wired and
wireless clients can connect to this device. If aclient is denied to connect
to this device, it means the client can't access to the Internet either.
Choose "alow" or "deny" to alow or deny the clients, whose MAC
addresses are not in the "Control table" (please see below), to connect to

this device.

Assosiation control Check "Association control” to enable the controlling of which wireless
client can associate to the wireless LAN. If aclient is denied to associate
tothewireless LAN, it means the client can't send or receive any data via
this device. Choose "alow" or "deny" to allow or deny the clients, whose
MAC addresses are not in the "Control table", to associate to the wireless
LAN.



Control table

ID MAC Address IF Address

192.168.123]
192168123
192168123
192.168.123]

DHCP clients |- select one | Copyto |]:D I vl

O WY N

"Control table" is the table at the bottom of the "MAC Address Control"
page. Each row of this table indicates the MAC address and the expected

IP address mapping of aclient. There are four columnsin thistable:

MAC Address |MAC address indicates a specific client.

IPAddress Expected I P address of the corresponding
client. Keep it empty if you don't careits IP
address.

C When "Connection control" is checked,
check "C" will alow the corresponding client

to connect to this device.

A When "Association control” is checked,
check "A" will allow the corresponding client

to associate to the wireless LAN.

In this page, we provide the following Combo box and button to help you to input the MAC address.

DHCT clients | select one - ;l Copy to |]D I vI

You can select a specific client in the “DHCP clients” Combo box, and then click on the “Copy to”

button to copy the MAC address of the client you select to the ID selected in the “ID” Combo box.

Previous page and Next Page To make this setup page simple and clear, we have divided the
“Control table” into several pages. You can use these buttons to

navigate to different pages.

4.6.5 VPN setiting
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Administrator’'s Main

Alenn VPN Settings
Tram Setting
FVTH i Enable
¥ Max numnber of tunneks K
1) Tunmel Name Muthod

[ ¥E =] Mone|

2 BE x| Mo

3 r b€ =] Mo

; | ] on
e << Prowous | Next»» | Sove | Unda|  Dynamic VPN Setiings L2TP Server Eating.. |

PPTF Eerver Setting. | Help|

VPN Settings are settings that are used to create virtual private tunnels to remote VPN gateways. The
tunnel technology supports data confidentiality, data origin authentication and data integrity of network

information by utilizing encapsulation protocols, encryption algorithms, and hashing algorithms.

VPN enableitem

VPN protects network information from ill network inspectors. But it greatly degrades network
throughput. Enable it when you really need a security tunnel. It is disabled for defaullt.

Max. number of tunnelsitem

Since VPN greatly degrades network throughput, the allowable maximum number of tunnelsis limited.
Be careful to set the value for allowing the number of tunnels can be created simultaneously. Its value
ranges from 1to 5.

Tunnel name

Indicate which tunnel that is focused now.

Method

IPSec VPN supports two kinds of key-obtained methods: manual key and automatic key exchange.
Manual key approach indicates that two end VPN gateways setup authenticator and encryption key by
system managers manually. However, IKE approach will perform automatic Internet key exchange.
System managers of both end gateways only need set the same pre-shared key.

Function of Buttons

More: To setup detailer configuration for manua key or IKE approaches by clicking the "More"
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button.

4.6.5.1 VPN Settings— IPSEC

Ldlmisiraior’s Vaim

WPN Settings - Tuninel 1 - IKE

Item Setting

F Tunmel Hame fipn
F Local Subnet 192.163.123.0

arwarding Bules b Local Metraask 652652550

— P Eemote Subnet |182163.120
; F Eemote Metnash s 52550

b Bemote Gateway kink, dyndrig. org
P Preshare ey [12345678
b TEE Propocal index Select KE Propossl |
P [FZec Froposal mdex Select PSec Proposal |

$m| unﬂu| Eack | Helg | Rebaot
pved| Thas eed wnth B don't bakee effectve unl pek

VPN Settings- IKE

There are three parts that are necessary to setup the configuration of IKE for the dedicated tunnel: basic
setup, IKE proposal setup, and |PSec proposal setup.

Basic setup includes the setting of following items: local subnet, local netmask, remote subnet, remote
netmask, remote gateway, and pre-shared key. The tunnel name is derived from previous page of VPN
setting. IKE proposal setup includes the setting of a set of frequent-used IKE proposals and the
selecting from the set of IKE proposals. Similarly, IPSec proposal setup includes the setting of a set of
frequent-used |PSec proposals and the selecting from the set of 1PSec proposals.

Basic setup:

L ocal subnet
The subnet of LAN site of local VPN gateway. It can be a host, a partial subnet, and the whole subnet
of LAN site of local gateway.

L ocal netmask



Local netmask combined with local subnet to form a subnet domain.

Remote subnet

The subnet of LAN site of remote VPN gateway, it can be a host, a partial subnet, and the whole subnet
of LAN site of remote gateway.

Remote netmask

Remote netmask combined with remote subnet to form a subnet domain of remote end.

Remote gateway

The IP address of remote VPN gateway.

Pre-shared key

Thefirst key that supports IKE mechanism of both VPN gateways for negotiating further security keys.
The pre-shared key must be same for both end gateways.

Function of Buttons

Select IKE proposal: Click the button to setup a set of frequent-used IKE proposals and select from
the set of IKE proposals for the dedicated tunnel. Proposals for the
dedicated tunnel.

Select 1PSec proposal: Click the button to setup a set of frequent-used IPSec proposal sand select from
the set of IKE proposals for the dedicated tunnel.

VPN Settings - Set IKE Proposal

Ldlmiisistrator’s Main

MLeawi VPN Seitings - Tonnel 1 - Set IKE Proposal

Ttemm Satting
b TEE Propocal ndex i

asic &ethmg
Resmpve

pedriry Serting [T Proposal Wame — DH Growp  Encrypt. algonthm Auth algenthen e Twme  Lafe Time Tnt

1 hen |Growp 1 2] [cEs =] ETE 400 EE
z | | Growp 1 =] [30Es =] EE| o BT
3 [ [Gepig [30EE =] BHAT = n CTE
d | Growp 1 2] [30Es =] EE 1] EE
5 |Growp 1 =] |3cEs =] ERE o ETE
6 [GepiZ]  [EDESE] [ P Sur 1
7 [Group 1 2] [30Es =] EE 1] EE
g | |Growp 1 =] |3cEs =] EE| o ETE
9 [Group 1 2] [30Es =] SHAT = 7 S v
10 [Group 1 =] [30Es =] ETE 1] EE



IKE Proposal index

A list of selected proposal indexes from the IKE proposal pool listed below. The selecting activity is
performed by selecting a proposal ID and clicking "add to" button in the bottom of the page. There are
only four indexes can be chosen from the proposal pool for the dedicated tunnel. Remove button
beside the index list can remove selected proposal index before.

Proposal name

It indicates which IKE proposal to be focused. First char of the name with 0x00 value stands for the
IKE proposal is hot available.

DH group

There are three groups can be selected: group 1 (MODP768), group 2 (MODP1024), group 5
(MODP1536).

Encryption algorithm

There are two agorithms can be selected: 3DES and DES.

Authentication algorithm

There are two agorithms can be selected: SHA1 and MD5.

Lifetime

The unit of lifetimeis based on the value of Life Time Unit. If the value of unit is second, the value of
life time represents the life time of dedicated VPN tunnel between both end gateways. Its value ranges
from 300 seconds to 172,800 seconds. If the value of unit is KB, the value of life time represents the
maximum allowable amount of transmitted packets through the dedicated VPN tunnel between both
end gateways. Its value ranges from 20,480 KBsto 2,147,483,647 KBs.

Lifetime unit

There are two units can be selected: second and KB.

Proposal ID

The identifier of IKE proposal can be chosen for adding corresponding proposal to the dedicated
tunnel. There are total ten proposals can be set in the proposal pool. At most only four proposals from
the pool can be applied to the dedicated tunnel as shown in the proposal index list.

Function of Buttons

Add to button: Click it to add the chosen proposal indicated by proposal ID to IKE Proposal index list.
The proposals in the index list will be used in phase 1 of IKE negotiation for getting the IKSAMP SA
of dedicated tunnel.



VPN Settings-Set | PSec Proposal

Avdmimistrator’s Main

hlenu VPN Settings - Tunnel 1 - Set IPSec Proposal
[tem Sntting
P [FZex Froposal mdex -

e ]

Secunty Setiing D Propeose Hame DH Grosp  Encap, pootecel Encrvpt algonthe  Auth algoarhen Life Tie L Tme Uit

™ [Gops=] [EsF=] [30es =] [sHa1 =] [400 [5ac 3]
e[ [weeF  [EePE Foesd]  [wneE] P Bec 3
3 | [Mone x|  |ESP x| |30€s =| [More =] 1 [5ae. =
4 [hone =] [E3FE] [xEs =] [Mane =] [3ec 3]
s [wee F  [FsPE] foesE]  [mwneE] P Bec 3
5 | Mot x| |ESP =] |30€s x| [Mare 2] 1 ET|
7 [wone =]  [EsF 3] ET=3| [Mane =] [5ac 7]
s [wee 3 [EePE FoesE] el P Bec 3
| [Hone = |ESPE] |30€s =| [More =] 1 ETR|
10 | [none =]  [EsFE] [€s =] [Mane =] [5ac 3]

IPSec Proposal index

A list of selected proposal indexes from the IPSec proposal pool listed below. The selecting activity is
performed by selecting aproposal 1D and clicking "add to" button in the bottom of the page. There are
only four indexes can be chosen for the dedicated tunnel. Remove button beside the index list can

remove selected proposal index before.

Proposal name

It indicates which IPSec proposal to be focused. First char of the name with 0x00 value stands for
the proposal is not available.

DH group

There are three groups can be selected: group 1 (MODP768), group 2 (MODP1024), group 5
(MODP1536). But none a'so can be selected here for IPSec proposal.

Encapsulation protocol

There are two protocols can be selected: ESP and AH.

Encryption algorithm

There are two agorithms can be selected: 3DES and DES. But when the encapsulation protocol isAH,
encryption algorithm is unnecessarily set.

Authentication algorithm

There are two algorithms can be selected: SHA1 and MD5. But none also can be selected here for
IPSec proposal.
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Lifetime

The unit of lifetimeis based on the value of Life Time Unit. If the value of unit is second, the value of
life time represents the life time of dedicated VPN tunnel between both end gateways. Its value ranges
from 300 seconds to 172,800 seconds. If the value of unit is KB, the value of life time represents the
maximum allowable amount of transmitted packets through the dedicated VPN tunnel between both
end gateways for. Its value ranges from 20,480 KBs to 2,147,483,647 KBs.

Lifetime unit

There are two units can be selected: second and KB.

Proposal ID

Theidentifier of IPSec proposal can be chosen for adding the proposal to the dedicated tunnel. There
are total ten proposals can be set in the proposal pool. At most only four proposals from the pool can
be applied to the dedicated tunnel as shown in the proposal index list.

Function of Buttons

Add to button: Click it to add the chosen proposal indicated by proposal 1D to IPSec Proposal index
list. The proposalsin the index list will be used in phase 2 of IKE negotiation for getting the IPSec SA
of dedicated tunnel.

4.6.5.2 VPN Settings - Dynamic VPN Tunnel

Administrator’s Main

Mlen VPN Settings - Dynamic VPN Tunnel
L Serting
F Turme! 1 ame |dynamic wn
F Dynanic VER F Emabls
orwarding Rules b Local Subnet 152 183.173.0
. : F Local Metmasl (525250
e — F Preshare Key (12345676
F IKE Propoeal index Select ME Proposal |
F [F3ec Froposal mdex Select PSac Propozal |

Undo | Emek | Holp
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When using VPN Dynamic | P Setting, this router isworking as a Dynamic VPN server. Dynamic
VPN Server will not check VPN client IPinformation, so user can build VPN tunnel with VPN

gateway from any remote host regardless of its |P information.

4.6.5.3 VPN Settings— L 2TP Server

Administrator's Main

Alenu YWPMN Settings - L2ZTF Server
Item Sarting
¥ L2TE Server b Enatde
P Virtual [F of L2TP Server fo o I 1
warding Fules b Authertication Protocol CEAP F COHAFR © MSOHAF
=pryriy Settmeg D Tunnel Name Uszer Name Password
! 1 21 jctp [

2
3 r r
4 | I

W

—

Back | Save | Undo | Help |

L2TP (Layer2 Tunneling protocol) combine features of both Point-to-Point Tunneling Protocol (PPTP)
and Layer 2 Forwarding (L2F) technology. L2TP provides security for avirtual private network (VPN)
connection from the remote user to the corporate LAN.

User can build up to five L2ZTP tunnels for L2TP clients. Each tunnel can accept more than one client.
User isrequired to configure Virtual 1P of L2TP Server, Authentication Protocol, L2TP Tunnel Name

and User Account, Password.

Virtual IPof L2TP Server: L2TP server’svirtual IP. User must assign avirtual |Pfor L2TP Server.
Authentication Protocol: Protocols that Clients can use to authenticate to Server.
L2TP Tunnel, Username and Password: Each tunnel defined a username and password that clients

can use to connect to L2TP Server.



4.6.5.4 VPN Settings— PPTP Server
PPTP (Point-to-Point Tunneling Protocol) is atunneling

Adpmiiistraler’ s Ml

Irem
F FFIF Server
¥ Virtual TP of FFTF Server
¥ Authenbicabion Protocol

ID Tl ¥ ane
1 oyt

3

4

Advanced S
Bk $M| |.|I'|Ii:|| Heln

VPN Settings - PPTP Server
Setting
i Enabls
[10 ] 1 |
#PAF ©CHAF © MSCHAP

User I ane Fassword
[ppte —
I I
[ r

I [
—

protocol for connecting clients and servers. PPTP can be used to create a Virtual Private Network

(VPN) between the remote user and the corporate LAN.

User can build up to five PPTP tunnels for PPTP clients. Each tunnel can accept more than one client.

User isrequired to configure Virtual 1P of PPTP Server, Authentication Protocol, PPTP Tunnel Name

and User Account, Password.

Virtual IPof PPTP Server: PPTP server’svirtua IP. User must assign avirtual |Pfor PPTP Server.

Authentication Protocol: Protocols that Clients can use to authenticate to Server.

PPTP Tunnel Name, Username and Password: Each tunnel defined a username and password that

clients can use to connect to PPTP Server.
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4.6.6 Miscellaneous | tems

Administrator's Main
Miscellaneous [tems

Item Setting Enable
¥ Bemote Admirictrator Host ¢ Fant oo ]| r
¥ Admrostrator Tane-cu [IJ secands (0t digabla)
Forwarding Hulss b Dizcard PTG from WAN cide r
) b ST mods r

1

b Dol Attack Detechion
b VPH PFTP Pass-Through
b VEPE IPSec Pass-Through

L]

Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration task. This
feature enables you to perform administration task from remote host. If this feature is enabled, only the
specified | P address can perform remote administration. If the specified P addressis 0.0.0.0, any host
can connect to this product to perform administration task. You can use subnet mask bits "/nn" notation
to specified agroup of trusted I P addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88. You can
change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.

Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the router like
IP address, port address, ACK, SEQ number and so on. And the router will check every incoming
packet to detect if this packet isvalid.

DoSAttack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the Internet.
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Currently, the router can detect the following DoS attack: SY N Attack, WinNuke, Port Scan, Ping of
Death, and Land Attack etc.

VPN PPTP/IPSec Pass-Through

Please enable this feature, if you need to establish a PPTP or IPSEC connection that will pass through

this device.

51



4.7 Advanced Settings

siEatar & Vsl

Ml i

Advanced Setting
* Sysiem Thee
Basic Setting - & Tow you Lo set devioe tewe manually or consult neturodk time from HTF server

Forveardme Huales * Sysiem Log
- Zenel system bog to a dedscalad host or email to specifin recespts

* Domamie DI
- Ta hined your server on a chenging IF nddress, s have Lo use dynamio dosasn
nems servge (CONE)

* SN
- Ovas auser The oepability Lo ressntely manage s oosguber netwark by polling wmd
setimg teymingl valuss and moraboring netwark events

* Routing

- If you haee mowe than cmee roulars s subnets, pma mey seant to enshle rouking
mol by table Lo allow packets bo find proper rouling path and ellow different submeds {0
oomemumioate with sach odher

* Schedube Kule

- 2rheshule Rule - Apply schedule rules Lo Packel Filbers and Vidual Server
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4.7.1 System Time

Addminisiraior’s Maim

Swstem Time
Irem Sarting
P & (et Date and Tiowe by HTE Protocel | S¥0E Nawl |
Tirne Server [tirme. nist. o =]
orwarding Bules Time Zone | (ZHT-06:00) Pacie Tame (LS & Canada) =

St LT P T Set Date and Time using PO Diate ared Tane

PCDate and Tane: 2003100146 T 184730

P SetDate and Time manaly
Thate Year|2003 7] Marth{Oct =]
Tirne HowD  (0-23)  Miwrefd  (0-59)

e unta | Helo|

Get Dateand Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.

Time Server

Select aNTPtime server to consult UTC time

TimeZone

Select atime zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Function of Buttons

Sync Now: Synchronize system time with network time server

Daylt ]

SaeendD
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4.7.2 System Log

Ldlmisiraior’s Vaim

Tod i System Time
[tem Setting
b @ ot Date and Tiwe by TP Protocel | Syne Newl |
Tirme Server [virme. nist gow =]
orwardine Rules Tirne Zone [(EMT-06:00) Pacific Tame (LS & Canada) =

B © SetDake and Time wsing PCs Diate and Time
PCDate and Tane:  [2003: 100146 T 15.47.32

P SetDate and Time manaly
Date Year] 2000 7] Month{0ct =] Day]l =
Titne HowD (025  Mowe (059  SecondD

e | unda | Helo|

This page support two methods to export system logs to specific destination by means of syslog (UDP)
and SMTP (TCP). Theitems you have to setup including:

IPAddressfor Syslog

Host IP of destination where syslogs will be sent.
Check Enable to enable this function.
E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).

SMTP Server |Pand Port

Input the SMTP server |P and port, which are concatenate with ':'. If you do not specify port number,
the default valueis 25.

For example, "mail.your_url.com” or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using ;' or ', to
separate these email addresses.
E-mail Subject

The subject of email aert. This setting is optional.
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Username and Password

Tofill some SMTP server's authentication reguirement, you may need to input Username and
Password that offered by your ISP,

Log type

Please select the activities that should be shown on log.
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4.7.3 Dynamic DNS

Addministrator’s Main

Menu Dynamic DNS
[tem Setiing
b DDHS ~ Theabde F Brable
anic Satting F Provider | Dy nDMNS org(Dynamic) ¥
orwarding Fules F Host Hame [k dy s arg
e P Usernarne | E-rnal 12345
B P Password [ Ky i

undo| Hob

To host your server on achanging | P address, you have to use dynamic domain name service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic DNS will map
the name of your host to your current |P address, which changes each time you connect your Internet

service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic DNS

serversthat welist in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

Y ou have to define:

Provider

Host Name

Username/E-mail
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Password/Key

You will get this information when you register an account on a Dynamic DNS server.

Example:

Admimistrator’s Main
Nl

[tem
b LOHS
asic Setting P Provader
F Host Hame
F Tsernarne ! E-rnal
P Password [ Eay

Undo | Help

Dymamic DNS

Setting
= Tzabde ' Enable

.I'.lllﬂl‘ﬂ DIIJI;L'TI'I-HII'IIEIE

.hl'lh dymdng ong

12345

After Dynamic DNS setting is configured, click the save button.
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4.7.4 SNM P Setting

Adminisirator's Main
Alerin SNMP Setiing
Ttem Setting
¥ Enable SHHF F Local F Eemots
Setting ¥ Get Comrunity [pubisc
werding Bules b Set Commmanity fprtiate
. __ _ PIP i fez 16812333
iy Eyting V2 i
"I_"'” ed Seiting PP |
e - :
b SHME Version CVIF Vi

Lindo m

In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a user the
capability to remotely manage a computer network by polling and setting terminal values and

monitoring network events.

Enable SNMP

You must check either Local or Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response request from
WAN.

Get Community

Setting the community of GetRequest your device will response.
Set Community

Setting the community of SetRequest your device will accept.
IPLIP2IP3IP4

Input your SNM P Management PC’s | P here. User has to configure to where this device should send
SNMP Trap message.
SNMP Version

Please select proper SNMP Version that your SNMP Management software supports
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Example:

A disamisirator s vl

Al i

Ttem
¥ Erable STMAP

i e iting P et Corndniusity
P Set Commwnity
PP
P2
PP
FIP4
b S Version

Undo | Helg |

SNMP Setiing
Satting
M Local F Remote
[puhh.'
[private

fe2 16812333
[
|
[

EOE U

1. This device will response to SNMP client which’s get community is set as “public”

2. This device will response to SNMP client which’s set community is set as “private”

3. This device will response request from both LAN and WAN

4. This device will send SNMP Trap message to 192.168.123.33 (Use SNMP Version V 2c)
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4.7.5 Routing Table

Administrator's Main

Menu Routing Table
Item Setting
» Dynamic Routing 0 Dizable & EIPwl ¢ RIPw2
+ Basic Setting P Static Routing & Dizable © Enable
T Forwarding Rules D Destination Subnet Mask Gateway Hop Enahle
r | | | ~
- Advanced Setting 2 | | [ m
stem Time 3| | | | r
4 | | | | ~
50 | | | ~
6 | | | ~
7 | | | ~
+ Toolhox g | | | | m

Routing Tables alow you to determine which physical interface address to use for outgoing | P data
grams. If you have more than one routers and subnets, you will need to enable routing table to allow

packets to find proper routing path and allow different subnets to communicate with each other.

Routing Table settings are settings used to setup the functions of static and dynamic routing.

Dynamic Routing

Routing Information Protocol (RIP) will exchange information about destinations for computing routes
throughout the network. Please select RIPv2 only if you have different subnet in your network.
Otherwise, please select RIPv1 if you need this protocol.

Satic Routing: For static routing, you can specify up to 8 routing rules. You can enter the destination
IP address, subnet mask, and gateway, hop for each routing rule, and then enable or disable the rule by

checking or unchecking the Enable checkbox.



Example:

192,168,123, 1%
Submask

Y g

Fy T
Vi Fauter
y -
i 102.168.123. 103
FALANT -
Cligntd
L8182
Configuration on NAT Router
Destination SubnetM ask Gateway Hop
192.168.1.0 255.255.255.0 192.168.123.216 1
192.168.0.0 255.255.255.0 192.168.123.103 1

mmém.—g

[lient?

1%.168.0.2

Enabled

Soif, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use the above

table to determine that it had to go via 192.168.123.103 (a gateway),
And if it sends Packetsto 192.168.1.11 will go via 192.168.123.216
Each rule can be enabled or disabled individualy.

After routing table setting is configured, click the save button.
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4.7.6 Schedule Rule

Addmbinisiraior’s Wain

Mol amin

You can set the schedule time to decide which service will be turned on or off. Select the “enable”

item.

Press “Add New Rule”

Schedule Rule
Ttem Setting
b Schedule ¥ Enable
Rule# Rule Name

Save | Add New Rule Help
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You can write a rule name and set which day and what time to schedule from “Start Time” to “End

Time”. The following example configure “ftp time” as everyday 14:10 to 16:20

A dminisirator's hain

Al eeran Schedule Rule Setting
[i=m Setiing

b Mame of Rule 1 Beves

Week Day Start Time (hh:mm) Emd Time {hb:mm)
Sunday L -
Monday ' [ [ |
Tuzsday r [_ [_ I_
Wednarday | |_ |_ |_
Thursday ' [ [ |
Friday E I
Sangdny e [
Every Day 14 [1!] [15 |£‘I]

Ea.el ety Hﬁ:l EIaLl|
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After configure Rule1&

Administrater’s Main
Menn

Item
F Sehadule

Rule#
Farwarding Holeg |

S| AddhewPRule
Sntting

Schedule Enable

Selected if you want to Enable the Scheduler.
Edit

To edit the schedule rule.

Delete

| s

Schedule Rule
Setting
Enable
Rule Name fuctim
Bp tane Ed Dialele

To delete the schedul e rule, and the rule# of the rules behind the deleted one will decrease one

automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:




Exanplel: Virtual Server — Apply Rule#l (ftp time: everyday 14:10 to 16:20)

Administrator's Main

AMenn Virtual Server
m Qervice Parts Qerver TP Enable e Rulsd
1 R 152168122 -
ic Setting 2 | CAAt=3 17 I = T
S TTUREE T 3 192,168 122 - P
4 1o iee 122 P
5 A2 1 =
6 192,168,122 - F
7 192168122 P
Advanced Setting 8 a2 e =
T 5 192,166,122 B
10 | 152168122 ' P
1 A2 L rb
12 ' 192.168.122] rf
13 . e21ag 122 P
14 | A2 1 =
14 ' 192,168,122 - F

Exanple2: Packet Filter — Apply Rule#l (ftp time: everyday 14:10 to 16:20).

A i siraior's Nakin

AL Outhommd Packet Filter

Lvemi Saming
¥ Crgbecund Fiter W Enable

o Alcw allto pass excepd those mateh the Eallowing miles
" Theny all bo pass except those match the Following roles

m Souree I : Ports Deestination IP : Ports Enable  Use Ruled
1 [ | 22 r« -
2 | | roeB
3 l | rop
4 l | f P
3 | | ro e
6 l | rF
— 7 l | f b
8 | | roek

Schdube nuls |00 AMays =] Copyte o[- #]
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4.8 Toolbox

Administrator's Main

Mlenm

Teolhox

. . ® View Lag
Bagic Setting - Viww Wk syl Lo gs

Forwanding Hules * Firmware Upgrade
- Pt U nclomistiondcnt Fog m Bl e epigrodi it 0o this divece

* Bachop e ting
- Swwe Hr prilings of this diviee 1o u file

| 11 || nx
* Fesed s Defanli

- Poeiel thve selinggs of Unis devicw to Wk delinadt wduws

* Fehant
- Foebood thes duvice

& Nfiseellamieasis
- MAC & didevi g For Widoe- e LAH: Lt o bo powst ap sotbar testwoks davice
vhmaly

- Dimsirs Hamee: or [P addeess for Fing Tesd Allowe you bo oonfigure e 0F, snd ping
the dewine. ¥ouw can ping 4 secific [P to bast whelher dis dive




4.8.1 System Log

Administrador’s Main

Menn System Log

WATT Type: Dymamic IF Address (B 1 8T
Dosplay tumie Wed et 01 0010004 20003

OD3E10M1E RS 12301330 DOD:TCP teigoer frem 192,166,123, 125:2280 wo 20746, 104,20 186
prwariing BEules :o03E10E 1R B i2:01:30 DHCP:dissewsr [)

O03F 10010 B iZ:01:34 DHCP:discowver ()

Seeurity Serting o03FE 1001 B 12:01:35 Adbin Teow 192, 165.123.125 login sascessfylly
o03Ei0M1l BS 1z:01:42 DHCP:discover [)

dvanced Setfing 003E 10N 1A B 12:01:58 DHCP:discovsr [)

0031001l B 12:02:47 DOD:eriggecsd inEsrnally

Toalhox :003E 1010 S 12:02:47 DHCP:discever [)

Visw] 2003E10M1E B% 12:02:51 DHCP:dissever [)

00310010 kS 12:02:59 DHCP:dissowver [)

o03Ei0M1E kS 12:03:15 DHCP:discowver [)

O03FE10M1E kS 12:03:48 DOD:erigpecsd inesrnally

00310010 B 12303148 DHCP:dissover [)

o3 i0M1l kS 12:03:52 DHCP:discowver [)

O0EIOMIE B iZ:04:00 DHCP:dissowst [)

00310010 B 1Z:04:16 DHCP:dissover [)

Sack Mrt:h_ Cownboad | I:Iﬂ-]

You can View system log by clicking the View L og button
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4.8.2 Firmware Upgrade

Lalmdinisiraior’s M ain

Ml emnii

Firmnware Upgrade

Fianware Filename

| L |

Curent firoware version i B %4HeTIS The upgrade procedure tabes about 20 zeconds. Fote| Do not power off
the urtt when it s beng upgraded. When the upgrade 15 done suceesshlly, the unt will be restarted autemticaly

Uppade | Cancel

You can upgrade firmware by clicking Firmware Upgrade button.



4.8.3 Backup Setting

File Download X

\::’) You are downloading the file:
(]
config.bin From 192, 168.123.254

Wauld pou like to open the fle or save it ta your computer?

L_%pen i [ Save ][ Cancel ] [ Mare Info

[+#] &lways ask before opening this type of file

You can backup your settings by clicking the Backup Setting button and save it as a bin file. Once you

want to restore these settings, please click Firmwar e Upgrade button and use the bin file you saved.

4.8.4 Reset to default

Microsoft Internet Explorer Fg]

\:.:) Reset 2l setting bo default?

[ 0K ;[ Cancel ]

You can also reset this product to factory default by clicking the Reset to default button.

4.8.5 Reboot

Microsoft Internet Explorer

\_‘.;) BBt Rkt ront

[ 0K ;[ Cancel ]

You can also reboot this product by clicking the Reboot button.
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4.8.6 Miscellaneous Items

Ldlmisisiranor’s W aim

Miscellaneons Ttems

Ttem Setting
P BLAC Address for Wake-cn-LAN Wake i
asic Setiug P Domain Fame or I address for Ping Test Ping |

nrwardimg Hules ﬂmﬂ

MAC Addressfor Wake-on-LAN

Wake-on-LAN is atechnology that enables you to power up a networked device remotely. In order to
enjoy this feature, the target device must be Wake-on-LAN enabled and you have to know the MAC
address of this device, say 00-11-22-33-44-55. Clicking "Wake up" button will make the router to send
the wake-up frame to the target device immediately.

Domain Nameor |P addressfor Ping Test

Allow you to configure an IP, and ping the device. You can ping a specific P to test whether it isalive.
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Chapter 5 Print Server

This product provides the function of network print server for MS Windows 95/98/NT/2000 and Unix
based platforms. (If the product you purchased doesn’t have printer port, please skip this chapter.)

5.1 Configuring on Windows 95/98 Platfor ms

After you finished the software installation procedure described in Chapter 3, your computer has
possessed the network printing facility provided by this product. For convenience, we call the printer
connected to the printer port of this product as server printer. On a Windows 95/98 platform, open the

Printerswindow in the My Computer menu:

B3 Printers Mi=] B3
Eile Edt “iew Help

S S

Add Frinter iHP Lazer/etl HPLaserlet] .
i BLIPCL] : Chinese]

|4 object(s] -

Now, yon can configure the print server of this product:
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Find out the corresponding icon of your server printer, for example, the HP
LaserJet 6L. Click the mouse’s right button on that icon, and then select the Properties

item:

HF LaserJet 6L [PCL] Properties
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2. Click the Detailsitem:

HP Laserlet BL [PCL) Properties [ 2] |

General Details ISharingI Paper I F'rintE!uaIit_l,II Fonts I Device Elptinnsl

.i'& HF Lazerlet BL [PCL]

Print ta the following port;

PETmate: [All-in-1] LI Add Port... |
Delete Port. .. |

Print wsing the following drisver:
HF Lazerlet GL [PCL) LI Mew Driver. .. |

LCapture Printer Fort. .. | End Capture. .. |

Timeout zettingz

Mot zelected: zeconds

I 15
Tranzmizzion retn: I 45 zeconds

Spoal Settings. . | Part Settings... |

] I Cancel | Apply | Helm

3. Choose the “PRTmate: (All-in-1)” from the list attached at the Print To item. Be sure that the

Printer Driver itemis configured to the correct driver of your server printer.

4. Click on the button of Port Settings:

Printer Position

Enter the Froduct's IF Ik

|192.1EB.123.254 Cancel

Typesin the |P address of this product and then click the OK button.

6. Make surethat all settings mentioned above are correct and then click the OK button.
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¥ Noticed: If therouter has USB and Parallel port at the same time, Please be careful to setup.
1.UseParallel to print
Queue Name: Ip
2.UseUSB toprint

Queue Name: IpUSBO

Printer Position ¢ | I

Frinter's Interface -
= DE25[Farall=l] Canoel
i LUSE > |

Enter the Product's |F :

|192.1EE.123.254
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5.2 Configuring on Windows NT Platfor ms

The configuration procedure for a Windows NT platform is similar to that of Windows 95/98 except

the screen of printer Properties:

%% Hewlelt Packard Lazerdet EL Properties

Gereral Ports |5nhad:u|ing] Sharing | Securily | Device Setings |

Hewlett Packand Lassnlet Bl

Frint ta the followng portfs], Documents wil peint ta the first iree

checked part

Post | Descigtion | Preter |«

LILPT3 Local Peet

1 COM1: Local Proet J

Tl Co 2 Local Poet

I COM3: Local Poat

T COM4: Local Post

| FILE: Local Pexl

PR Tmate Local Peost

| Fmate Local Peet Hewl=it Fackand L, . ;l
Add Por,.. Delete Port Configure Part.. |

™ Enable bidirechional support
I Enable puinter pooling

[ ok | coen |

Compared to the procedure in last section, the selection of Details is equivalent to the selection of
Ports, and Port Settingsis equivalent to Configure Port.
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¥ Noticed: If therouter has USB and Parallel port at the same time, Please be careful to setup.
1.UseParallel to print
Queue Name: Ip
2.UseUSB toprint

Queue Name: IpUSBO

Printer Position ¢ | I

Frinter's Interface -
= DE25[Farall=l] Canoel
i LUSE > |

Enter the Product's |F :

|192.1EE.123.254
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5.3 Configuring on Windows 2000 and XP Platfor ms

Windows 2000 and XP have built-in LPR client, users could utilize this feature to Print.

You havetoinstall your Printer Driver on LPT1 or other ports beforeyou preceded the following

sequence.

1.0pen Printers and Faxes.

® Printers and Faxes = EJ "i

Bile Edt View Favorites Toos Help o

€] © ¥ Poeach [ Foders -

Aetdress {4 Printers and Pases ~ Bco
Prinber Tasks '-_,,}_:bﬁ H-" LagerJat 2200 Series PCL G

(B} sl spmer Lﬂ
i Set o Facing

bt Flaces

3 =airetrami

Wy, Soarversand Camerss
i) My Documerts

& M Pt

o M Conpubs
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2.Select “Ports” page, Click “Add Port...”

HP LaserJet 2200 Series PCL 6 Pro...

| General | Sharfg | Potts | 3Hvanced | Color Management |
ey

ERE |

1o
=

HF Lazerlet 2200 Seriez PCL B

checked port.

Frint to the following port[z]. Documents will print to the first free

Part D escription Printer ~ |
Frinter Port ==|

O LPTZ  Printer Part

Ll LPTZ  Printer Part

O co.. Serial Port 3

O co.. Serial Port

O co..  Serisl Port

C1_co Serial Paort =

Erable bidirectional support

[] Enable printer pooling

! [ Add Port.... m Delete Port ] [ LConfigure Port.... ]

| ok

J [

Cancel

] Spply Help

3. Select “Standard TCP/IP Port”, and then click “New Port...”

ter Ports

Available port bvpes:

Lot i rury

Standard TCPYIP Part

MNew Port Type,..

[New Port... ] [ Cancel
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4.Click Next and then provide the following information:

Type address of server providing LPD that is our NAT device: 192.168.123.254

Add Standard TCP/IP Printer Port Wizard

Add Port
Far which device do vou want to add a port?

Enter the Frinter Mame or IP address, and a port name for the desired device.

Frinter Marne or |P gddre@ | 1392168.123 254 ) |

Port Mame: ||F'_1 92.168.123.254 |

< Back ” Mest » ][ Cancel

5. Select Custom, and then click “Settings...”

Add Standard TCP/IP Printer Port Wizard \7\

Additional Port Information Required
The device could not be identified.

The device is not found on the netwark. Be sure that:

1. The device is tuned on,

2. The network, is connected.

3 The device iz propery configured.

4. The addrezs on the previous page iz comect,

[f you think, the address iz not comrect, click Back to retum to the previous page. Then comect
the addrezz and perform another zearch on the network. I you are sure the address iz comect,
select the device tupe below.

Device Tupe

() Stapdad
(%) Custom

< Back ” Mest » ]’ Cancel
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6.Select “LPR”; type” Ip* lowercase | etter in “Queue Name:”

And enable “LPR Byte Counting Enabled”.

%Noticed: If therouter hasUSB and Parallel port at the same time, Please be careful to setup.
1. Use Parallel toprint

Queue Name: Ip

Configure Standard TCP/IP P... [2|X]

Fort Settings |

Port Marne: | IP_192168.123.254 |

Printer Wame ar IF Address: | 192168.123.254 |

Frotocol
(2 Baw (¥ LPR

R aw Settings

Fart: MNumber | 100 |

Gueus Mame: |I|:u \ |

LFPFR Byte Counting EW

[ ] SHHP Statuz Enabled

B A o TR
omimurm - N ame pubhe

L 0] 8 J [ Cancel ]




2.Use USB to print

Queue Name: [pUSBO

Configure Standard TCP/IP Port Monitor

Part Settings
Part Name: 1P_192168.122.243 |
Frinter Mame or IP Address: | 192 168.122 76 |
Frotocol
O Baw (% LPR
Raw Settingz

Fart Humber; F15 |

LPR Settingsz
[ueue Mame; |I|:|L|SEE| \) |

LPR Byte Counting EnR

[ ]15MMP Status Enabled

Carmmurity Fame public |

SMMP Device lndex | | |

[ Ok ][ Cancel ]
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7.Apply your settings

Add Standard TCP/IP Printer Port Wizard B‘

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following charactenistics.

SHMP: Mo
Protocal; LPR. Ip
Dievice: 192168123254

Poart Mame: IP_192.168.123.254
Adapter Tepe:

To complete thiz wizard, click Finish.

< Back “ Finizh |[ Cancel
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¥ HP LaserJet 2200 Series PCL 6 Pro... | ? [X]

j _ngeré[ Shanr;g | Fortz i.-'i';dv;:ed [ tul&hﬂ@nent.,éﬂi

i
E‘lg HP Lazerlet 2200 Series PCL E

Print to the following port[z). Documents will print to the first free

checked port.
Fart Dezcrption Frinter ~
U cowé: Serial Port
II’_.,,.....E"'F'l'l:t: Print to File
1“- IP_192.168.123.264  Standard TCPAF Port
Pt S B TE R Lo Auto hp des
O Ik Local Part ==
“
£ | >
[ Add Port... ] l Delete Port ] [ LConfigure Port....

Erable hidirechanal-=omnnn
Fabie-odirechlonal s=URpoTt

[ ] Enable printer pooling

5.4 Configuring on Unix-like based Platfor ms

Please follow the traditional configuration procedure on Unix platforms to setup the print server of this

product. The printer nameis “Ip.”
¥ Noticed: If therouter has USB and Parallel port at the same time, Please be careful to setup.
1.UseParallel to print
Queue Name: Ip
2.UseUSB toprint
Queue Name: IpUSBO

In X-Windows, for example, In Redhat Platforms,



Please follow the below steps to configure your printer on Red Hat 9.0.1. Start from the Red Hat--->

System Setting---> Printing.

s W s

PR E

2. Click Add---> Forward.



[ ."."'E sl |

3. Enter the Pinter Name, Comments then forward.

h**fij Zfﬂ}
S (B (T 4 B8 - TR — (] L
Aol =§|3<JF-‘E’E*=’F’fH§ [ TEEEFEATFT) -
hﬁ_‘ﬁ printer |1.|_:j> h

|£|I

ST LR A G RN A — B A L B s (R E i

5 4 A {El st ) |

Lm Fetlh (1) 3 it (O Qack | [(B Eorvard




4. Select LPD protocol and then forward.

L

R PR | SAER kR (L) J
Sdev/1p0 . : Y ey
RN T (S
AR HERRY Novell (NCF)
HRFRHEERR JetDirect
& ErginEe | [orEEo
" _— = [ e
E*Hﬁm] x HIH—.HEJ 'ﬂ Back \Ef_ Vi |_1J

5. Enter the router LAN IP Address and the queue name "Ip". Then forward.

e | EEREGEE UNIX (LPD) ¢

ol flens

fral:

Routor LAN 1P Add

1p|)

@ ety

g Back

¢ Mo




6. Select the Printer Brand and Model Name. Then Forward.

SERBEFISA AT RS - TUASSEME T R TR - =t ()
R BRI PostScript BRI o e

I][’) fi

LaserJet 21400

L N ——
LagserJet 20 -

b
L4

L@ cH (1) ® o < Back b- Forward

"""1---\_,—'—"""

7. Click Apply to finish setup.

Al LA TR

AR Ui FEDFTH]
R 1pgRouter LAY 1P Address
MFEE: 1P LaserJot 2200

| & sk RIGH© || Baet ng{y |
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8. At last you must click Apply on the toolbox to make the change take effective.

Copanit it et i

e RE)

T

il SR Wb R\ EH A
(174 B

printortest & apooling LPRE. gJob . 3% complete.. .

In Command M ode:

Linux has built-in LPR client ,You can utilize it for printing.
You can manual set it or via the tool "printtool" in X-windows.
PS: The spool name is "Ip"------ all lowercase letter.

Below is my setting.

/etc/printcap

Ip:\

:sd=/var/spool/lpd/Ip:\
mx#0:\

:sh:\

:rm=192.168.123.254:\
rp=Ipi\ —m e >key point
:if=/var/spool/lpd/Ip/filter:

Then add the corresponding directory

#mkdir /var/spool/lpd/Ip
Too see the detail, please refer to the online manual in Linux.

#man printcap



5.5 Configuring on Apple PC

1.Firgt, goto Printer center (Printer list) and add printer

oroa 06 ENF I FIR 5 th
“1P BUED .
ENZRBE{ILL - Router Lan ip address
Internet {THts} DNS &iF
RN,
 {F AR LaERR e
PhRE: b
ENFEARENSE - @A "

CwH ) CMA)

2.Choose I P print and setup printer |P address (router LAN 1P address).
3.Disable “Default Queue of Server.” And fill in ¢ Ip ¢ in Queue name item.

4.Printer type: Choose “Genera”.

% Noticed: If therouter has USB and Parallel port at the same time, Please be careful to setup.
1.Use Parallel to print
Queue Name: Ip
2.UseUSB toprint

Queue Name: IpUSBO
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Appendix A TCP/IP Configuration for Windows 95/98

This section introduces you how to install TCP/IP protocol into your personal computer. And suppose
you have been successfully installed one network card on your personal computer. If not, please refer
to your network card manual. Moreover, the Section B.2 tells you how to set TCP/IP vaues for
working with this NAT Router correctly.

A.lInstall TCP/IP Protocol into Your PC

1. Click Sart button and choose Settings, then click Control Panel.

2. Doubleclick Network icon and select Configuration tab in the Network window.
3. Click Add button to add network component into your PC.
4

Double click Protocol to add TCP/IP protocol.

Select Network Component Type EHE

Click the tupe of network. component pou want to instalk

! Pratocol is a language’ a computer uses. Computers
{ must uze the same protocol to communicate.
|
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5. Select Microsoft item in the manufactures list. And choose TCP/IP in the Network Protocols.
Click OK button to return to Network window.

Select Network Protocol

——— Llick the Metwork Protocol that wou want to install, then click OF. IF you have
25 an installation dizk for this device, click Hawve Disk.

Manufacturers: Metwark Protocols:
& Banyan 4 Fast Infrared Protocol __*_J
EnlEl 4 |IF=/SPx-compatible Protocol

T Microzoft i Microzaft 32-bit DLC
T MNovell i Microsoft DLC
i MetBEUI

TUTCR/P

Have Disk... I
OF. I Cancel |

6. The TCP/IP protocol shal be listed in the Network window. Click OK to complete the install
procedure and restart your PC to enable the TCP/IP protocol.
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A.2 Set TCP/IP Protocol for Working with NAT Router

1. Click Start button and choose Settings, then click Control Panel.

2. Double click Network icon. Select the TCP/IP line that has been associated to your network card
in the Configuration tab of the Network window.

Metwork [ 7]

Configuration | Identification I Access Control I

The following hetwork. components are installed:

B3 PCI Fast Ethemnet DEC 21140 Based Adapter ;I
%~ MetBEUI -» Dial-Up Adapter

i MetBEL -» PCI Fast Ethernet DEC 21140 Baged Adapter
TERAIF -» Dial-Up adapter

File and printer sharing for Microzoft Mebworks

Add.. | Remove | Propertiez |

Prirmary Netwoark Logor;
ICIient for Microzoft Metworks ;I

File and Print Sharing... |

Dezcription

TLCPYIF iz the protocal you uze to connect ta the Internet and
wide-area nietwork s

ok I Cancel

3. Click Properties button to set the TCP/IP protocol for this NAT Router.

4. Now, you have two setting methods:

92



a  Select Obtain an | P address automatically in the IPAddress tab.

TCPAIP Froperties

N
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c. Choose Disable DNS in the DNS Configuration tab.

TCFP/IP Properties [ 2]

Bindings | Advanced | MetBIOS |
DMS Canfiguration I Gateway | WINS Configuration | 1P Address

—1{" Enable DMS

st I [amait: ;

[ & Erenwer e arch Wrder

| . . . | el

Eemoyve |

el =il = i = = e e =
| fdd |

| Hemmyve

ak. I Cancel

B. Configure P manually

a.  Select Specify an IP address in the IP Address tab. The default IP address of this
product is 192.168.123.254. So please use 192.168.123.xxx (Xxx is between 1 and 253)
for IPAddress field and 255.255.255.0 for Subnet Mask field.

TCP/IP Properties
Bindings | Advanced | NetBIOS |

DM5 Configuration I G ateway I WIMS Configuration  |P Address

An IF address can be automatically azsigned to thiz computer,
It your network. does not automatically aszzign IP addreszes, ask
yaur netwark, administrator for an addresz. and then type it in
the zpace below.

" Dbtain an IP address automatically

% Specify an IP address:

IPAddess: [192.168.123.115 |

Subnet Mask:  [255.255.255. 0] |

ok I Cancel




b. Inthe Gateway tab, add the IP address of this product (default IP is 192.168.123.254)
in the New gateway field and click Add button.

TCP/IP Properties E

Bindings | Advanced | MetBIOS |
DMS Configuration  Gateway | Wik S Configuration I IP Address

The first gateway in the Inztalled Gateway list will be the default.
The address arder in the list will be the order in which these
machines are uged.

Mew gateway:
192.168.123.254 | add |

Inztalled gateweans:

ak. I Cancel

c. Inthe DNS Configuration tab, add the DNS val ues which are provided by the ISP into
DNS Server Search Order field and click Add button.

TCP/IP Properties

Bindings | Advanced | MetBIDS |
DMS Configuration | Gateway | WINS Configuiation | IP sddress

' Dizable DNS
—1i* Enable DMS

Hast: IMyCUmputer D omair: I

DMS Server Search Order

[168. 95 .192. 1] | add |
16859511 Hemoyve |

Domain Suffis Search Order

| Add

| Hemuyve

ak. Cancel

! |
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Appendix B Win 2000/XP | PSEC Setting guide

Example: Win XP/2000 &VPN Router
(Configuration on WIN 2000 issimilar to XP)

1. On'Win 2000/XP, click [Start] button, select [Run], type secpol.msc in the field, then click
[Run]& Goto **L ocal Security Policy Settings** page

2. Orin Win XP, Click [Contral Panel]

B Control Panel

File Edit ¥iew Favorites Tools Help

G Back; @ lj /O Search L_E'_"— Folders -

Address G’ Conkral Panel

-ﬂ" Control Panel PiCR a Category

g» Swikch to Classic Yiew

L -
%™ Appearance and Themes Printers and Other Hardware
See Also b —

& Windows Update
@) Help and Support Y Metwork and Internet Connections User Accounts

@R Add o Remoxe Programs ! Dat!a. Time, Language, and Regional
Options

1 Sounds, Speech, and Audio Devices Accessibility Options
.. \

r— - Performance and Maintenance

Double-click [Performance and Maintenance]



B Performance and Maintenance

File Edit ¥iew Favorites Tools Help

@ Back - @ L'% ’O Search L_E'_"— Folders -

Address G’ Petfarmance and Maintenance

Performance and Maintenance
See Also

File Types

B System Restore PiCR a taSk___

B iedhoola E| See basic information about your computer

El S Eri el Shubdo E| Adjust visual effects

E| Free up space on your hard disk
E| Back up your data

E| Rearrange items on your hard disk to make programs run faster

or pick a Control Panel icon

""!‘.'E' Administrative Tools ‘ L Power Options

ﬁ Scheduled Tasks " ' System

Double-click [Administrative Tools]|
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™ Administrative Tools

File Edit  ‘Wiew

Qe - )

Favorites  Tools  Help

Lj; pSearch [EH

Folders -

Address |4 Administrative Taols

File and Folder Tasks

{5 Share this Folder

Other Places

3 control Panel

E My Documents
|5y Shared Dacuments
a My Computer

q My Mebwork Places

Details

Component Services
Shortout
2KE

8 Diaba Sources (ODBC)
g Shortout

Z KB

Local Security Palicy
Sharkout
ZKE

Services
Shortout
2KB

Computer Management
Shorteut
2kB

Ewvent Viewer
Shorteut
2EKB

Perfarmance
Shortout
ZkE

Local Security Policy Settings

Double-click [Local Security Palicy]
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& Local Security Settings

File Action  Wiew Help

BE

@ Security Settings Mame

-8 account Policies (28 account Palidies
[ 8 Local Palicies [E8Lacal Policies

& (1 Public Key Palicies [CAPublic Key Palicies
-1 Software Restriction Policie

E g IP Security Policies on Loca

|~
b

[ saftware Restrictian Palicies
@. IP Security Policies on Local ..,

Right-click [I P Security Policieson Local Computer], and click [Create | P

Security Policy].

Click the [Next] button, enter your policy’s name (Hereit is

to_VPN_router). Then, click [Next].

Dis-select the [Activate the default response rule] check box, and click

[Next] button.

Click [Finish] button, make sure [Edit] check box is checked.
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F

P Zal
to_vpn_router Properties 1||‘X|

Rules | General |

@mpE]  Securty wiles for communicating with other computers

|P Security rules:

IP Filter List | Filter Action | Authentication... | Tu
Wp- roUker Fequire Security Frezhared Key
TOLLEr-> XD Require Security Prezhared Key 19
O <Dynamic Default Responze Kerberos M
< | ¥

add. | Edt. | Bemove | [ yseaddwied

[ 0k ][ Cancel J Apply

Build 2 Filter Lists: “XP->router” and “router->XP”

Filter List 1: XP->router

In the “new policy’s properties” screen, select [Use Add Wizard] check
box, and then click [Add] button to create a new rule.
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Edit Rule Properties

Authentication Methods ] Tunnel Setting Connection Type
IP Filter List Filker Action

B The selected IP filker list specifies which network traffic will be
S affected by thiz rule.

IP Filker Lists:

Mame | Description
O AllICMP Traffic M atches all ICMF packets betw. ..
O AllIP Traffic Matches all IP packets from this ...
) rouker-»=p
O] wp-=router

agd. | Edt. | Bemove |

k. | Cancel ]

Click [Add] button

101




r

M [P Filter List

PR

=+ A P filter list iz composed of multiple filkers. [n thiz way, multiple subnets, 1P
i: addrezzes and protocols can be combined into one [P filker,

Hame:
wp-router
Description;
Remove
Filkers: [ Usze Add wizard
Mirrored | Description | Protocol | Source Port | Destination
Mo ANY AMNY ANY
£ ¥
kK Cancel

Enter aname, for example: XP->router
and dis-select [Use Add Wizard] check box. Click [Add] button.
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Filter Properties

Addrezzing ] F'ru:utDu:u:uI] Description

— Source address:

& zpecific [P Addiess

IPéddess: | 192 . 168 . 1 . 1

— Destination address; -
A zpecific IP Subnet L]

P addess: | 192 . 168 . 123 . 0
Subriet mask; | 255 . 255 . 255 . O

I Mimored. Also match packets with the exact opposite source and
destination addrezses.

(] 4 | Cancel

In the Source address field, select [A specific |P Address].
Andfill in IP Address: 192.168.1.1

In the Destination address field, select [A specific | P Subnet], fill in
IP Address: 192.168.123.0 and Subnet mask: 255.255.255.0.

If you want to select a protocol for your filter, click [Protocol] page.
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Filter Properties z| Ilz|

&ddreszing  Frotocol ] Descriptiuni

Select a protocol type:

(] 4 | Cancel

Click [OK] button. Then click [OK] button on the “I P Filter List” page.
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Edit Rule Properties

Tunnel Setting ] Connection Type ]

Authentication kethods
Filter &ction

IF Filker List

The zelected filter action gpecifies whether this rule negotiates
for secure nebwork: traffic, and how it will secure the traffic.

Eilter Actions:
Mame | Description.
) Pemit Permit unzecured IP packets to .

Accepts unsecured communicat. .

O Request Security [Optional)
Accepts unsecured communicat. .

(&) Require Security

sgd. | Edt. | Remove | [ e addwicad

k. | Cancel |

Select [Filter Action], select [Require Security], then
click [Edit] button.
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Require Security Properties

O

et

" Permit
" Block

Securty Methods l General ]

Security method preference order:

 Tupe
Cugtom
Cugtom
Cusgtom
Cugtom
Cugtom

£

AH Integrity
<Mone:
<Mone:
<Mone:
<Mone:
<Maone:

ESF Confidential...

DES
3DES
3DES
DES
DES

IV Session key perfect forward secrecy [PFS)

ES Add...
L

SH Edit...
L

SH Remowve
L

> b ove down

[~ Accept unsecured communication, but always respond using [PSec

[ Allow unsecured communication with non-lPS ec-aware computer

]

Cancel

Select [Negotiate security], Select [Session key Perfect Forward Secrecy (PFS)]

Click [Edit] button.
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Hew Security Method

Security Method ]

" Encryption and Integrity
Drata will be encrvpted and verified az authentic and unmodified

7 Integriby only

Drata will be verfied az authentic and unmodified, but will not be
encrypted

Settings. ..

ak. I Cancel

Select [Custom] button
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F

Custom Security Method Settings

Specify the zettings for thiz cuztom security method.

[ Data and address integrity without encryption [AH] §

[v Dataintegrity and encroption (ESP):

Intedqrity algorithm:
|MD5 7]
Encryption algorithm:

|DES -

i~ Seszion key zettings:

[ Generate a new key every: W Generate a new key every

o khytes 10000 seconds

Ok | Cancel

Select [Dataintegrity and encryption (ESP)]

Configure “Integrity algorithm”: [MD5]

Configure “Encryption algorithm”: [DES]

Configure “Generate a new key every [10000] seconds”
Click [OK] button
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F

Edit Rule Properties

IP Filker List | Filter &ction
&uthentication Methods l Tunnel 5 etting Connection Type

Authentication methods specify bhow tust iz established
] between computers. Theze authentication methods are
b o offered and accepted when negotiating security with anather
cormputer,

Authentication method preference order:
Method | Details Add
Frezhared Key myprezharedkey

Edit...

dd...
T

|
l

(] 4 | Cancel

Select [Authentication M ethods] page, click [Add] button.
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Edit Authentication Method Properties

Authentication Method

The authentication method specifies how trust iz established
= between the computers.

™ Active Directory default [Kerberos Y5 protocol]

™ Use a certificate from this certification authority [CA];

* se this zting [prezhared key):

mypresharedkey

()8 | Cancel

Select [Use this string to protect the key exchange (preshared key)],
and enter your preshared key string, such as

mypresharedkey. Click [OK] button.

Click [OK] button on [Authentication M ethods] page.

Select [Tunnel Setting]
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F

Edit Rule Properties

IP Filker List | Filter &ction |
Authentication Methods Tunnel Setting Connection Type ]

The tunnel endpoint iz the tunneling computer closest to the
IP traffic destination, as specified by the associated |P filter
lit. It takes bao rules to describe an IPSec tunnel.

—
=K
=
=y

" This rule does not specify an IPSec tunnel,

* The tunnel endpoint iz specified by this |P address:
192 .168 . 1 .254

(] 4 | Cancel

Configure[The tunnel endpoint is specified by this|P address]: 192.168.1.254

Select [Connection Type]
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F

Edit Rule Properties

IP Filker List | Filter &ction |
Authentication Methods 1 Tunnel Setting Connection Type

This rule only applies to netwark, traffic over connections of
e the zelected type.

v Al network, connections
{7 Local area netwaork [LaM)

" Bemote access

(] 4 | Cancel

Select [All network connections]

Tunne 2: router->XP

In the “new policy’s properties” page, dis-select [Use Add Wizard] check
box, and then click [Add] button to create a new rule.
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Edit Rule Properties

Authentication Methods ]
IP Filter List

Tunnel Setting Connection Type

Filter Action

The zelected IP filker list specifies which network traffic will be

& router- =p
O #p->router

fdd. ] Edit .

|

et
i: affected bu thiz rule.
IP Filtker Listz:
_Mame | Description:
2 21l ICHMP Traffic Matches all ICMP packets betw...
O Al P Traffic Matches all IP packets from this ...

Bemowve ‘

k. | Cancel J

Click [Add] button
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M [P Filter List

=+ A P filter list iz composed of multiple filkers. [n thiz way, multiple subnets, 1P
i: addrezzes and protocols can be combined into one [P filker,
Hame:
router->=p
Description; LR
Edit..
Filters: i
Mirrored | Description | Protocol | Source Port | Destination
Mo ANY AMNY ANY
< >
kK | Cancel
.'1:.

Enter aname, such asrouter->XP
And dis-select [Use Add Wizar d] check box. Click [Add] button.
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Filter Properties

Addrezzing ] F'ru:utDu:u:uI] Description

— Source address:

=

IPAddess: | 192 . 168 . 123

Subnetmask:| 255 . 255 . 255 .

— Destination address: -

A zpecihic IP Addreszs L]

IPaddess: | 192 . 168 . 1 . 1

I Mimared. &lzo match packets with the exact opposite source and
destination addrezses.

Q. | Cancel

In the Source address field, select [A specific | P Subnet]. Fill in
IP Address: 192.168.123.0 and Subnet mask: 255.255.255.0.

In the Destination address field, select [A specific P Address],

andfill in IP Address: 192.168.1.1

If you want to select a protocol for your filter, click [Protocol] page.
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Filter Properties E”]z|
&ddreszing  Frotocol ] Descriptiuni

Select a protocol type:

(] 4 | Cancel

Click [OK] button. Then click [OK] button on [I P Filter List] window.
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Edit Rule Properties

Tunnel Setting ] Connection Type ]

Authentication kethods
Filter &ction

IF Filker List

The zelected filter action gpecifies whether this rule negotiates
for secure nebwork: traffic, and how it will secure the traffic.

Eilter Actions:
Mame | Description.
) Pemit Permit unzecured IP packets to .

Accepts unsecured communicat. .

O Request Security [Optional)
Accepts unsecured communicat. .

(&) Require Security

sgd. | Edt. | Remove | [ e addwicad

k. | Cancel |

Select [Filter Action tab], select [Require Security]
Click [Edit] button.
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Require Security Properties

Security Methiodz I General]

" Permit
" Black
G s

Security method preference arder:

Tppe &H Inteqrity ESP Confidential... | ES Add...
Custom <Monexr DES kAL -
Cuztonm ¢Mones ADES SH Edit...
Cugtom <Mone: JDES k4L
Cugtorn <Monesr DES 5H Bemove
Cugtom <Mone: DES k4L
Fs | > b ove dawn

[T Accept unsecured communication, but alwaps respond using [PSec
[ Allow unzecured communication with non- PS5 ec-aware computer

W Session key perfect forward secrecy [FFS]

(] 4 | Cancel

Select [Negotiate security], Select [Session key Perfect Forward Secrecy (PFS)]
Click [Edit] button.
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Mew Security Method

Security kethiod

(" Encryption and [ntegrity

[rata will be encypted and verified az authentic and unmodified

7 |kegrity only

D ata will be verfied az authentic and unmadified, but will not be
enciypted

Settingz...

(] 4 | Cancel

Select [Custom] button
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F

Custom Security Method Settings

Specify the zettings for thiz cuztom security method.

[ Data and address integrity without encryption [AH] §

[v Dataintegrity and encroption (ESP):

Intedqrity algorithm:
|MD5 7]
Encryption algorithm:

|DES -

i~ Seszion key zettings:

]

[ Generate a new key every: W Generate a new key every

o khytes 10000 seconds

Cancel

Select [Dataintegrity and encryption (ESP)]
Configure “Integrity algorithm”: [MD5]

Configure “Encryption algorithm”: [DES]

Configure “Generate a new key every [10000] seconds”
Click [OK] button
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F

Edit Rule Properties

IP Filker List | Filter &ction |
Authertication Methads l Turnel Setting Connection Type |

Authentication methods specify bhow tust iz established
] between computers. Theze authentication methods are
b o offered and accepted when negotiating security with anather
cormputer,

Authentication method preference order:
Method | Details Add
Frezhared Key myprezharedkey

Edit...

dd...
T

(] 4 | Cancel

Select [Authentication M ethods] page, click [Add] button.
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Edit Authentication Method Properties

Authentication Method

The authentication method specifies how trust iz established
= between the computers.

™ Active Directory default [Kerberos Y5 protocol]

™ Use a certificate from this certification authority [CA];

* se this zting [prezhared key):

mypresharedkey

()8 | Cancel

Select [Usethis string to protect the key exchange (preshared key)],
and enter the preshared key string, such as

mypresharedkey. Click [OK] button.

Click [OK] button on [Authentication M ethods] page.

Select [Tunnel Setting]
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Edit Rule Properties

IP Filker List | Filter &ction |
Authentication Methods Tunnel Setting Connection Type ]

The tunnel endpoint iz the tunneling computer closest to the
IP traffic destination, as specified by the associated |P filter
lit. It takes bao rules to describe an IPSec tunnel.

HH

7 Thiz rule does not specify an IPSec tunnel,
* The tunnel endpoint iz specified by this |P address:
192 .168. 1 . 1

(] 4 | Cancel

Configure[Thetunnel endpoint is specified by this|P address]: 192.168.1.1

Select [Connection Type]

123



Edit Rule Properties

IP Filker List | Filter &ction |
Authentication Methods 1 Tunnel Setting Connection Type

This rule only applies to netwark, traffic over connections of
e the zelected type.

v Al network, connections
7 Local area network, [LAaM)

" Hemote access

(] 4 | Cancel

Select [All network connections)
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Configure IKE properties

Select [General]

to_vpn_router Properties

Fules | General |

IP Security policy general properties

Marme:

itu:u_vpn_rcuuter

Desgcription;

Check for policy changes eveny:

180 minutez]

Perform key exchange using theze sethings:

Advanced...

[ 0k ][ Cancel J Apply

Click [Advanced...]
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Key Exchange Settings

v tdazter key perfect forward secrecy [PFSE

Authenticate and generate a new key after eveny:

10000 minLtes

rate-a hew keu atter evenst

!

Frotect identities with these security methods:
Methods. .

f

Internet K.ey Exchange [IKE] for wWindows *P
Jointly developed by Microzoft and Cizco Systemns, Inc.

QK | Cancel

Enable “M aster key perfect forward security (PFS)”
Configure “Authenticate and generate a new key after every [10000] seconds”
Click [Methods...]

F

Key Exchange Security Methods

Protect identities during authentication with these security
=l == methods.

Securty method preference order;

Type Encryption | Integrity It Add...
IKE 3LES SHAT B

IKE 3DES bMDG P Edit...
IKE DES SHA1 L

IKE DES D5 L Remove
& > Move down

Ok, | Cancel

Click [Add] button
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IKE Security Algorithms E| g]

Inteqrity algorithm:

Encryption algorithm:

|3DES

Diffie-Helman group:

| Medium (2]
(] | Cancel

Configure “Integrity algorithm”: [SHA1]

Configure “Encryption algorithm”: [3DES]
Configure “DiffieeHelman group”: [Medium (2)]

Settings on VPN router
VPN Router: WAN IP address: 192.168.1.254

LAN IP address: 192.168.123.254
PC: 192.168.123.123
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Iulti-Functional Broadband AT Fouter

Adminisirator's .
Main Menu VPN Settlngs
Item Setting
b VEN Enable
+ Basic Setting P Max number of tunnels 2 |
+ Forwarding Rules
ID Tunnel Name Method

—

- Security Setting I | [IKE v
e [ 'f
] IKE 3
e e

L, TR S B i

[ Save ] [ Undao l ’ Help]

+ Toolbox

VPN Settings:

VPN: Enable

Max. number of tunnels: 2
ID: 1

Tunnel Name: 1

Method: IKE

Press“More’a
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h P ®8 2 e -

Administrator's
Main Menu

+ Basic Setting

+ Forwarding Rules

- Security Setting

=1

+ Toolbox

Iulti-Functional Broadband AT Fouter

VPN Settings - Tunnel 1 - IKE

Item Setting
P Tunnel Mame 1 J
P Local Subnet [192.168.123.0 |
P Local Netmask |255.255.256.0
P Remote Subnet 19216811 |
b Eemote Netmask |255.255.255.25¢
P Eemote Gateway 1 5216811
P Preshare Eey i_m__;._fpresharedkey _
P IKE Proposal index [ Select IKE Proposal... ]
P IP3ec Froposal index [ SelectIPSec Proposal... ]

[ Save ] [ Undao l [ Back ] [ Help ] o change!

F X

VPN Settings - Tunnel 1-IKE

Tunnel: 1

Local Subnet: 192.168.123.0

Local Netmask: 255.255.255.0
Remote Subnet: 192.168.1.1

Remote Netmask: 255.255.255.255
Remote Gateway: 192.168.1.1
Preshare Key: my-preshare-key
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Multi-Functional Broadband AT Fouter

Adminisirator's . 5
Main Menu VPN Settings - Tunnel 1 - Set IKE Proposal
Item Setting
P IKE Proposal index i

+ Basic Setting

|
+ Forwarding Rules : *

- Security Setting ID Proposal Wame DH Group  Encrypt algortthm  Auth. algonthm Life Time Life Time Tt
® Packet Filters 1 i | |Groupz »|  [3DES ] [sHal w|  [10000]  [Sec |
2 | | [Growp1 v [3DES ¥ ENE T

3 (Group1 »|  [3DES | [shal v| o |sec. ¥

4 (Group1 v|  [3DES v [sHat v [0 | [Sec

5 [ | [Group1 ¥  [3DES ¥] shar | o | [Sec ¥

I 6 ] :G-r-u_u_p 1)v] _3DE'S'_v_E |SHAT v o B

7 Group 1 |3DES v | ZHAT v |0 Sec. [+

: [Group1%| [sDEs®|  [smai @] [0 Sec v

9 | | [Group1 ~]  [3DES +| sHat v [0 | [Sec »

10 | | [Gouwp1 ¥ [3DES ¥ ENE e

— v

VPN Settings - Tunnel 1 - Set IKE Proposal

ID: 1

Proposal Name: 1

DH Group: Group2
Encrypt. Algorithm: 3DES
Auth. Algorithm: SHA1
Life Time: 10000

Life Time Unit: Sec.
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Iulti-Functional Broadband AT Fouter

Adminisirator's . 5
Main Menu VPN Settings - Tunnel 1 - Set IPSec Proposal
Item Setting
P IPSec Proposal index i

+ Basic Setting

|
+ Forwarding Rules : *

- Security Setting o Proposal DI ot Encap. Encr}_rpt. Auth._ Lﬁe Lifg Time
Hame protocol algorthm algorthm Time  Unit

11 | [Group2z v] [EsP ] [DEs | [mDs »| [ro000] [Sec v

2 | |[none  v| [EsPi¥] [3DES ¥| [None w| [0 | [sec v

3 | |[None ¥] [Espv] [DEs | [Mone M| [0 | [Sec.¥]

4 | |[none ¥| [Esp¥] [DES ¥| [None | [0 | [sec ¥

5 | |[None  v| [Espiw] [sDES %] [None | [0 | [sec ¥

Ll 5 | I[None ¥| [EsPv] [mES ™| [MNane | [0 | [zec ¥
7| |[none  v| [Espiw] [sDES %] [None | [0 | [sec ¥

g | [Mone v ESP + | 3DES | [Mone v| |0 | |Sec. +|

9 | |[None | [Esp¥] [DES ¥| [None ¥| [0 | [sec ¥

10 | [None | [EsPv| [3DES | [None ¥| [0 | [Sec ¥

VPN Settings- Tunnel 1 - Set 1PSec Proposal

ID: 1

Proposal Name: proposal 1
DH Group: Group2
Encap. Protocol: ESP
Encrypt. Algorithm: DES
Auth. Algorithm: MD5
Life Time: 10000

Life Time Unit: Sec.
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Iulti-Functional Broadband IMAT Fouter

Administrator's Syst em Lo o ~
Main Mennu

WAN Type: Statc IP Address
Dizplay time: Tuesday, Apnl 01, 2003 5:28:40 AN

; i
* Basic Setting Tuesday, April 01, 2003 9:25:34 AM 192.165.123.197 login successful

+ Forwarding Rules Initial IEE.

<—-M1(INIT) [3&] —-=>M2 (RESP) [80]

+ Security Setting

in:0(0) out:3a(z24)
—->M4 (KEEYRESF) [156]
——>Ma& (IDRESP) [40]
(192.165.1.1)<->(192.1658.1.254) Phasel estsblished
——x0Z [QREZP) [264]

in:268435457 (10000001) out:2054219305 (Ya70es81)
Inbound 16777232 (1000010)
Cuthound 2054219905 (7a70e5851)
(192.165.1.1)<->(192.1658.1.254) Phasei (IP3ZEC 3A) estsblished

ON Notify:ISAKNP NNT CONHNECTED

IKE daemon start up.
——>INFO[54]

* % % % % o % % o o % H * % F % % * % % o

IKE daemon start up.
Tuesday, Lpril 01, 2003 S9:25:159 AM 192.165.123.114 login successiul

User can view VPN connection processin “System L og” page, and correct their settings. Phasel is
related to | KE settings, Phase2 isrelated to | PSEC settings.
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Appendix C PPTP and L 2TP Canfigurations

1. First, please go to the Network connection

o Network Corpections

Fie Edt Wiew Fguortes Tools Adwagred Help o
e R e TR T Faldars 37w
Ardness [ nawork Conmections =] EJ Go | Limks ™
ECCEETE -
o ————— —— =l
S Crawiee s nenw coms cticg — e
T Selupnhomeo tnt (R Ram I

fr u
oifice retwork |5M.'I the Hew Coonecion Wicard. which helps you srestes a conmechon 1o the Inbermet. ba aocther compaber, o be yoar workplacs netwotlc

W Sien 1hie ponnactiom
l’ﬂ Fanama this oonreohomn Deakup
& Dwlete thiz connection SR
A Change seitings of this = i RE |
COnnGCtion e (=1
| (=13 R B
hrough Fe
Dbt Placns a
B Conirol Pansi _Infarned Golawey
S e Network Fleces =
b My Documans h.,,']
L
8 bty Compuier Irkanrat
Ciannection

[hanmile =
_L.‘\N o Hegh - S e brvlee ey

=
i

_ Wirleat Privete Netsork i

& | i

I FerE——— =

2. Connect to network at my workplace

New Connection Wizard

Network Connection Type
What doyou want to dao®?

{" Connect to the Internet

Connectto the Internet so wou can browse the Web and read email.

48 _Connect to the network at my workplace:>

Connectto & business netwark (using dial-up or VPN so wou can work from home, afield
office. or another location.

i~ Setup a home or small office network

Connectto an existing home or small office netwark or set up a new one.

(" Setup an advanced connection

Connect directly to another computer using wour serial, parallel, or infrared port, or set up
this computer so that other computers can connectto it

<« Back I ENe)d) SI Cancel

133



3. Choose Virtual Private Network

New Connection Wizard

Network Connection
How do you want to connect to the netwark atvour warkplace?

4, Donet dial toinitial connection

New Connection Wizard

Public Network
“Windows can make sure the public network is connected first.
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5. Input the router wan ip address

New Connection Wizard

¥PN Server Selection
“What is the name or address of the VPN server?

6. Then ok, please input username and password as you setup in the router.

Connect PPTP
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7. Select the type of VPN

4= PPTP Properties

Generall Optionsl Security  MNetworking |Advanced

Type of WFN:
Autormatic j

Autornatic
L2TF IFSec WPM

This connection uses the following items:

™ ¥ Internet Frotocal (TCE/F)

E.. File and Frinter Sharing for Microsoft Networks
% Client for Microsoft Netwarks

Install... Whretall Froperies

Description

Transmission Control Protocolfinternet Frotocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

E []4 b Cancel
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However, you should add the Authentication Protocol in advanced (Custom
setting) of Security option, like below t o support pap, chap, and mschap.
If successfully, we will see:

Thistime, the client in the Internet can ping any pcsin the LAN (192.168.123.x)

CAWINDO WSS ystem32wemd exe

Connection—specific DMS Suffix

IP Addres=. . . . . s 192 _168.122 139
Subnet Maszk . . . . s oE 255 _255.255.8
Default Gateway . . P 192 .168.122 258

C:=“Documents and Settings“ajaxripconfig

Windows IP Configuration

Ethernet adapter Eif ﬂﬁ ﬁ 4:

Connection—specific DHS Suffix

IP Address. . . . . w ok 192.168.122.139
Subnet Mask . . . . s 255.255.255.8
Default Gateway . . i s 192.168.122.258

FPF adapter 172.168.122.16:
Cennection—specific
IP Address. . . . . s 18.8.8.2
Subnet Mask . . . . s 255 255255 _255
Default Gateway . . P 18.8.8.2

C:“Documents and Settings“ajax>

L2TP

However, the router is the also vpn-12tp server and supports three Authentication
Protocols, PAP, CHAP and MSCPAP.

And the settings are similar with PPTP. But MS-operating systems, like WinXP
Win2000 will not find the type of VPN “L2tp”. We can use thisfiles (disableipsec.zip) to
enableit.
http://support.igl ou.com/fom-serve/cache/473.html

Then we will see L2tp IPSEC VPN and choose it:
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e T2TP 3 Properties

General | COiptions | Securily dvancedl

Type of WEMN:

IAutumatic L!

PPTE WP
L2TP IPSec VPN

This connection uses the following items:

5 Internet Protacal (TCE{P)
E File and Printer Sharing for Microsoft Networks
E! Client for Microsoft Networks

Install . Urirrsted] Froperies

Description

Transmission Control Protocal/internet Protocaol. The default wide
area network protocol that provides communication across
diverse interconnected networks,

E (6]4 ) I Cancel

Then the steps refer to pptp settings.
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Appendix D 802.1x Setting

PC1
(USER A) N |
~,
L
Wireless ~ . |
PC 2 > Wired LAN
(USER B)
» huthantcator !
192.168.123.254 i
' Authentication Server
( Windows 2000 Radius server )
1592.168.123.33

Figure 1: Testing Environment (Use Windows 2000 Radius Server)

1 Equipment Details

PCL:
Microsoft Windows X P Professional without Service Pack 1.
D-Link DWL-650+ wireless LAN adapter
Driver version: 3.0.5.0 (Driver date: 03.05.2003)

PC2:

Microsoft Windows X P Professional with Service Pack la.
Z-Com XI1-725 wireless LAN USB adapter
Driver version: 1.7.29.0 (Driver date: 10.20.2001)

Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.

Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack
3 and HotFix Q313664 (You can get more information from
http: //support.microsoft.convdefault.aspx?scid=kb; en-us;313664)

2DUT

Configuration:
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1.Enable DHCP server.

2.WAN setting: static IP address.
3.LAN IP address: 192.168.123.254/24.
4.Set RADIUS server IP.

5.Set RADIUS server shared key.

6.Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as, EAP_TLS,
PEAP_CHAPv2 (Windows XP with SP1 only), and PEAP_TLS (Windows XP with SP1 only)
using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
3-1-1. Setup Windows 2000 RADIUS Server

We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
3-1-2. Setup DUT
1.Enable the 802.1X (check the “Enable checkbox*).
2.Enter the RADIUS server IP.
3.Enter the shared key. (The key shared by the RADIUS server and DUT).
4.We will change 802.1X encryption key length to fit the variable test
condition.
3-1-3. Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)
Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users
upgrade to service pack 1, then they can’t see MD5-Challenge from EAP
type list any more, but they will get a new Protected EAP (PEAP) option.

2.Choose MD5-Challenge or Smart Card or other Certificate asthe EAP
type.
3.If choosing use smart card or the certificate as the EAP type, we select to

use a certificate on this computer. (Fig 3)
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4.We will change EAP type to fit the variable test condition.

-i Wireless Metwork Connection Properties |'E| [Z|

General | Wirelsss Netwu:urks.! Authentication E-.ﬁ.dvanced'

Select thiz option to provide authenticated network, access for
wired and wirelezs Ethernet networks,

Enable network, access control using IEEE 8021

EAP type: | Smart Card or ather Certificate w
kD5-Challenge

Smart Card or other Certificate

Authenticate as computer when computer infarmation is available

[]Authenticate az guest when user or computer information iz
unavailable

(] :l [ Cancel

Figure 2: Enable | EEE 802.1X access control
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[ ]'slidate server certificate

Lnnnect _".:-_'. I =2V el Fiame s ik

[ ]Use a different user name for the connection

Ok, l [ Cancel

Figure 3: Smart card or certificate properties

4.Windows 2000 RADIUS server Authentication testing:

4.1DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)

1. Download and install the certificate on PC1. (Fig 4)

2. PC1 choose the SSID of DUT as the Access Point.

3. Set authentication type of wireless client and RADIUS server both to

EAP TLS.

4. Disable the wireless connection and enable again.

5. The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

6. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure. (Fig 6)

7. Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.
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Certificates

Intended purpose: I “hll= L |

| Personal |Other People | Intermediate Certification Authorities || Trusted Root Certificatior. 4 *

Is Issued By Expiratio... = Friefidr
<‘---..F_‘.af_1,______ WirelessCa 2/6/2004  <None> m”%

__.—l—'-'-'___-'--

Certificate intended purposes

Wi

Close

Figure 4: Certificate information on PC1

% Network Connections

Edit  ¥iew Favorites Tools  Advanced Help a"*

| \_) Back J l,;fa )_)Search LIL Folders v

Address | & Metwark Connections

File:

22

LAN or High-Speed Internet
Metwork Tasks

= Laocal Area Connection

o> Disabled

M_ D-Link DFE-530T¥ PCI Fast EL.
b in as

Create a new
connection

#) Setup a home or smal
" office netwark

Figure 5: Authenticating
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% Network Connections

File  Edit Wiew Favorites Tools  Advanced  Help

Gt - @ L?" f.)Search |- Folders v

B

Address |€_5_ Hetwork Connections

E

— #| LAN or High-Speed Internet
Network Tasks 2 E

[5] Create anew

conneckian

=

W Local Area Connection
i Dizablzd
g

i ] -Li = o
D-Link DFE-S30TH PCI Fast E

_ﬁ Set up a home or small
— office netwaork

Figure 6: Authentication success

4.2DUT authenticate PC2 using PEAP-TLS.

1. PC2 choosethe SSID of DUT as the Access Point.

2. Set authentication type of wireless client and RADIUS server both to
PEAP TLS.

3. Disable the wireless connection and enable again.

4.The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC2.

5. Windows XP will prompt that the authentication process is success or fail
and end the authentication procedure.

6. Terminate the test steps when PC2 get dynamic IP and PING remote host

successfully.

Support Type: Therouter supportsthe types of 802.1x Authentication:
PEAP-CHAPv2 and PEAP-TLS.
Note.
1.PC1 is on Windows X P platform without Service Pack 1.
2.PC2 is on Windows X P platform with Service Pack la.
3.PEAP s supported on Windows XP with Service Pack 1 only.
4.Windows XP with Service Pack 1 alows 802.1x authentication only when data encryption

function is enable.
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Appendix E FAQ and Troubleshooting

Reset to factory Default

There are 3 methods to reset to default.
1. Restore with console mode

Please notice that this method requiresa null modem cable and terminal program (e.g. HyperTerminal for MS
Windows). First, configure the setting of your terminal program as 19200 N-8-1. And then, power off and on the
router. When “AT” prompt is appeared, press, “ENTER” once to show the console mode commands. Just type

“RR” command to restore the factory setting. Please refer to User Manual for the details.

2. Restore with RESET button

First, turn off the router and press the RESET button in. And then, power on the router and hold the RESET button
down until the M1 and or M2 LED (or Status LED) start flashing, then move away the hand. If LED flashes about
8 times, the RESTORE process is completed. However, if LED flashes 2 times, repeat.

3. Restore directly when the router power on

First, hold the RESET button about 5 seconds (M1 will start flashing about 5 times), move away the

hand. The RESTORE process is completed.
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